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OIIPENEJIEHNA

B HacTosi1IeM 0KyMeHTe UCIONb3YIOTCS CIeAYIOLie TEPMUHBI ¥ UX OTIpeie/IeHusl.

ABTOMaTH3MpOBaHHasl CHCTeMa — CHCTeMa, COCTOsillas M3 IepCcoHara U KOMIUIeKca CpeJCTB aBTOMaTHU3alik ero
JlesiTe/IbHOCTH, pean3yoljas MHPOPMaL[MOHHYIO TeXHOJIOTHIO BbIMIOJIHEHUS] YCTaHOB/IEHHBIX (PYHKLMI.

AyreHTu(dUKalLys 0TIpaBUTes AaHHbIX — IOATBEP)KeHre TOro, UTO OTIPaBUTe b TIO/TyUeHHbIX JaHHbIX COOTBETCTBYET
3as1BJIEHHOMY.

Be3onacHoCTs mepcoHaNbHBIX [JaHHBIX — COCTOSIHWE 3alljUIl[eHHOCTH I[1epPCOHAabHBIX [aHHBIX, XapaKTepusyemoe
CrIOCOOHOCTBIO T1071b30BaTesIel], TeXHUUeCKUX CPelCTB U HMH(OPMALMOHHBIX TEXHOJIOTMH 00ecreunTs KOH(UAEHL[MaNnbHOCTb,
11eJIOCTHOCTb M JAOCTYITHOCTh NePCOHABHBIX JaHHBIX MTPU UX 00paboTKe B MH()OPMALMOHHBIX CHCTeMaX MepCOHATBHBIX JaHHBIX.

BuomeTpuueckue TiepcOHajbHBIE [aHHbIE — CBeJeHHs, KOTOpble XapaKTepusyIT (QU3HOIOrHUecKde OCOOEHHOCTH
Ye/I0OBeKa ¥ Ha OCHOBE KOTOPBIX MOXKHO yYCTaHOBHTh €ro JIMYHOCTD, BK/Tt0Yasi GpoTorpaduu, OTIeuaTky najblieB, 06pa3 ceTyaTku
r71a3a, 0COOEHHOCTH CTPOEHHUs Tesla U APYTYIo MoJ0OHYH0 HH(OPMALHIO.

BrokvpoBaHHWe TIepCOHA/BHBIX [JAHHBIX — BpeMeHHOe TipekpaileHde cbopa, CHUCTeMaTHU3alWH, HaKOILIeHHs,
VCTIO0/Ib30BaHMs, PaClpoCTpaHeHHs], TIePCOHA/BHBIX JaHHBIX, B TOM YHC/Ie UX Mepejjayul.
Bupyc (KOMNBIOTEpPHBIH, MPOrpaMMHBINA) — WCHOMHSEMBbIH MPOrpaMMHBIA KO, WIM WHTEpPIpeTUpyeMblii Habop

WHCTPYKLUH, 00J/afiaroluii CBOHWCTBAMH HECAHKIIMOHWPOBAHHOTO paclpOCTPaHeHUs U caMoBocrpou3sBeieHusi. Co3JaHHbIE
nyb6nvKaThl KOMITBIOTEDHOTO BHpyCa HE BCerja COBIAZIAIOT C OPUTHHAIOM, HO COXPAHSIOT CIIOCOOHOCTh K Ja/bHEHIeMy
pacIpoCTpaHeHUI0 U CAaMOBOCIIPOU3BE/|EHUIO.



BpenoHocHast mporpaMMa — NporpaMma, IpefiHa3HaueHHas /sl OCYLLeCTBJeHUs HeCaHKLMOHWPOBAHHOIO AOCTyHa U
(vrm) Bo3eMCTBYS Ha TIepCOHAIbHbIE IaHHbIe WM PeCypChl MH(OPMALMOHHOM CHCTeMbI TIepCOHA/IBHBIX /JaHHBIX.

BcriomoraTe/nibHbIe TeXHUUECKHe CPeZCTBa U CUCTeMBbl — TeXHUUECKHe CPeZiCTBa U CUCTeMBbI, He Ipe/iHa3HaueHHbIe I
niepefaud, o6paboTKM M XpaHeHWsl NepCOHa/bHBIX AaHHBIX, YCTaHaB/IMBaeMble COBMECTHO C TEXHHUECKUMH CpeJCTBaMM U
CHUCTeMaMy, IpefjHa3HaueHHbIMHM [yisi 00pabOTKM IepCOHANbHBIX JaHHBIX WM B IIOMEIeHUSX, B KOTOPBIX YCTaHOBJ/IEHBI
MH(OpMaLIOHHbIe CUCTeMBI [ePCOHA/IbHBIX JaHHBIX.

[JocTyn B omepanjioHHYyI Cpefy KOMITboTepa (MH(GOPMAI|MOHHON CHCTeMbl [1€PCOHAJBbHBIX JIaHHBIX) — IOJIyueHue
BO3MOJKHOCTH 3allyCKa Ha BBITIOJIHEHHe INTaTHbIX KOMaH[, (GYHKLMH, TpolleAyp OIepaljiOHHOM CHCTeMbl (YHUUTOXXKEHUs,
KOIMPOBAHMs, IepeMeLeHHs 1 T.I1.), UCTIO/HSIeMBIX (aiijIoB MPUK/IaHBIX TPOrPaMM.

Hoctyn k wadopMaru O6IIecTBa C OrpaHUUeHHOW oTBeTCTBeHHOCTHIO JIOMBAP/] «I"APAHT» — BO3MOXKHOCTB
TMOTyYeHrst UHpOPMaLIMH U ee UCTI0/Ib30BaHMsI.

3aKk/maZlouHoe YCTPONCTBO — 3/IeMEHT CpeJiCTBa CheMa WH(OpPMaliH, CKPBITHO BHeZApPsieMbli (3aK/aJbIBaeMblil WK
BHOCHMBIH) B MeCTa BO3MOXXHOTO CheMa MHGpopMaryu (B TOM UHMC/Ie B Orpak/ieHre, KOHCTPYKLMIO, 000pyJoBaHHe, TpeMeThl
WHTepbepa, TPAaHCTIOPTHBIE CPeJCTBA, a TAK)Ke B TEXHUYeCKHe CpeJiCTBa U CUCTeMbl 00paboTku MH(MOpMaLyn).

3ammimaeMass UHGOpPMaLUs — WH(OpPMALys, SIBISIOLIASACS IpeJMeTOM COOCTBEHHOCTH M IMOAJexalljas 3alljuTe B
COOTBETCTBUH C TpeOOBaHUSMY NIPABOBBIX IOKYMEHTOB WU TpeOOBaHUSMH, YCTaHABIMBAaeMbIMUA COOCTBEHHUKOM HH(OPMALH.

UpenTrduKanys — npucBoeHue cybbeKTaM ¥ 00beKTaM 0CTyIa HeHTH(HKaTopa U (/1) CpaBHEHHe NPeZbsIBISIEMOr0
uzleHTUUKaTopa C IlepeuyHeM MPUCBOEHHbBIX H/IeHTU(PHUKAaTOPOB.

WupopMaTUBHBIN CUTHAT — 3/IeKTpUYeCcKUe CUTHa/Ibl, aKyCTUUeCKHe, 3/IeKTPOMarHuTHbIe 1 ipyrue dhusndeckue 107,

TI0 [1apaMeTpaM KOTOPBIX MOKeT ObITh pacKphiTa KOH(U/eHIManbHas MH(GopMaLys (TlepcoHasbHBIE flaHHbIe) obpabaTeiBaeMast B
MH(OPMALMOHHON CHCTeMe MepCOHa/bHBIX JaHHbIX.

WndopmarpionHas cucteMa nepcoHanbHbIX AaHHbIX (VICIIJH) — vHQOpMaLMoHHas CHCTeMa, TpejCcTaBistomas coboi
COBOKYTTHOCTbH TIePCOHA/BHBIX JIJaHHBIX, COZlePXKaIlMXCs B Oa3e JaHHBIX, a TakKe MH()OPMAL[MOHHBIX TEXHOJIOTUH U TEXHUUECKUX
CpeJCTB, TMO3BOJISIIOLIMX OCYIIeCTB/ATh 00pabOTKy TakKWX IMepCOHA/BHBIX JaHHBIX C MCIO/b30BAaHHMEM CPEeZCTB aBTOMAaTHU3aliu
wu 6e3 MCIo/Ib30BaHUs TAKUX CPeJICTB.

VHbopMaLIOHHble TEeXHOMIOMH — TIPOLIeCChl, MeTOAbl TMOHMCKa, cOopa, XpaHeHWs, 00pabOTK{, MpejoCTaB/eHMs,
pacripocTpaHeHust HHGOPMALMK U CIIoCOOBI OCYIIeCTB/IEHHS] TAKUX ITPOLIECCOB U METO/IOB.
Vcrionb3oBaHre TMepcoHalbHBIX JlaHHBIX — JleficTBUs (Orepanjy) C TepCOHaNbHBIMU JJAaHHBIMM, COBepIIaeMble

OTepaTopoM B Lie/IsIX NMPUHATHS pellleHu WIM COBeplLIeHUs] MHBIX /IeHCTBUM, NMOPO’KAAIOIMX FOpUAWYeCcKUe I0CTeCTBUS B
OTHOILIEHNH CyObeKTa TIePCOHANIBHBIX JAHHBIX WU APYTUX JIUL] MO0 MHBIM 06pa3oM 3aTparvBaroLyX MpaBa U cBOOO/bI CyObeKTa
TepCOHA/IbHBIX IaHHBIX WU JJPYTUX JIUL].

VcTouyHurK yrpo3ssl 6e3omnacHocTy MHGOPMaLK — CyOBeKT OCTyIIa, MaTepHasbHbINA 00BeKT Uin Gpr3ndecKoe siBjieHue,
SIBJISTIOLIIMECS TIPUUMHONM BO3HUKHOBEHUsI yIpo3bl 0e30MacHOCTH MHQOPMAaLIUH.

KoHTponupyemasi 30Ha — NPOCTPAHCTBO (TepPpPUTOpHS, 3faHHUe, UacTb 37laHus, TOMelljeHHe), B KOTOPOM HCK/IIOUeHO
HEKOHTpOJIMpyeMoe MpeObIBaHKe MTOCTOPOHHUX JIULI, & TAK)Ke TPAHCTIOPTHBIX, TEXHUUYECKUX U MHBIX MaTepHasIbHBIX CPe/ICTB.

KoHbueH1[MaIbHOCTh TTepCOHANbHBIX IaHHBIX — 00s13aTesibHOe /151 COOJTI0/IeHHsI OTIepaTOPOM HJIH WHBIM Oy UHBLIMM
JOCTYTI K TIepCOHA/ILHBIM /IaHHBIM JIMLIOM TpeboBaHMe He [J0TyCKaTh X pacnpocTpaHeHue 6e3 coryacusi CyObeKTa repcoHanbHbIX
JAHHBIX WM HaJIMUYMsl MTHOT'O 3aKOHHOI'O OCHOBAHHUS.

MexceTeBOi 3KpaH — JIOKa/jibHOe (OJHOKOMIIOHEHTHOe) WM (YHKLMOHA/IbHO-pacIpe/ie/leHHOe TIPOrpaMMHOe
(mporpamMMHoO-amnmiapaTHoe)  CpeACTBO  (KOMIUIEKC), peayM3yroiljee KOHTPO/b 3a HWHGpoOpMarued, TOCTymamomeil B
WH(OPMALMOHHYIO CHCTEMY TIepCOHATBHBIX JaHHBIX U (W/IM) BBRIXOsIIe 13 NH(GOPMALIMOHHOW CHCTEMBI.

HapymmTenb 6e30macHOCTH MepCOHAIBHBIX JaHHBIX — (QH3UUeCcKOoe JINL0, CTyYaliHO WM TpefHaMepeHHO COBepLIaroIee
JIeMCTBYS, C/Ie/ICTBUEM KOTOPBIX SIB/ISIETCS HapyIllleHHe 6e30MacHOCTH TIepCOHAIBHBIX JJaHHBIX TIPH UX 00paboTKe TeXHUUeCKUMHU
CpefiCTBaMH B MH(GOPMALMOHHBIX CUCTeMAaX MepCoHa/bHBIX JaHHbIX.

HeaBromarusupoBaHHasi 00paboTKa MepcoHaNbHBIX JAHHBIX — 00paboTKa TMepCcOHaNbHBIX [AHHBIX, COZEPKALIUXCs B
WH(OPMALMOHHOW CHCTeMe T1epCOHA/BHBIX JIaHHBIX JIMOO W3BJIEUEHHBIX U3 TAaKOW CHCTEMBbI, CUMTAETCs OCYLeCTBIeHHOW Oe3
WCII0/Ib30BaHUsl CPEe/ICTB aBTOMAaTH3aluu (HeaBTOMAaTU3MPOBAHHOM), €C/IM Takhe [eMCTBUSI C MepCOHAIbHBIMHM JIaHHBIMH, KaK
WCII0/Ib30BaHKe, YTOUHEeHHe, pPaclpOCTpaHeHWe, YHUUTO)KeHVe TepCOHANbHBIX [AHHBIX B OTHOLIEHWM KaXK/I0T0 W3 CyObeKTOB
TIepCOHA/IbHBIX AaHHBIX, OCYIIIeCTB/ISIIOTCS TIPY HETIOCPe,CTBEHHOM Y4acCTHH YesIoBeKa.

HepexnaprpoBaHHbIe BO3SMOXKHOCTH — (YHKIMOHANbHBIE BO3SMOKHOCTH ~ CPeZCTB BBIUMCIUTETBHON TeXHUKH, He
OTMCaHHble WM He COOTBETCTBYIOIIME OINMMCAHHBIM B JIOKYMEHTAlL[{, IIPH HCIIOb30BAaHUM KOTOPBIX BO3MOXXHO HapylleHHe
KOHOUEeHLMAIbHOCTH, JOCTYITHOCTH WM LIeJIOCTHOCTH 00pabaThiBaeMol HH(pOpMaLyu.

HecaHKIMOHUPOBAHHBIA [OCTYN (HEeCAHKIIMOHWPOBaHHBIE [eMCTBUS) — MAOCTyN K WHQPOPMAI[UM WIA [eNCTBUS C
nH(popMalpel, Hapyllalomjye MpaBWia pasrpaHHuUeHHs] [JOCTyNa C MCIIOAb30BaHHMEM INTATHBIX CPeJCTB, IPe/iOCTaB/IsIEMBIX
WH(OPMALMOHHBIMU CUCTEMaMH TIepCOHATBHBIX /JaHHBIX.

Hocurens wndopmanyu — ¢usnyeckoe JHMLO WA MaTepUaibHbIM OOBEKT, B TOM uuciie (U3MUYeCcKoe Ioje, B KOTOPOM
uHpopMaLUsi HaXOAWUT CBOe OTPaKEHWe B BHU/E CUMBOJIOB, 00pa30B, CUTHA/IOB, TeXHUYECKUX PpEILleHWH W TPOLeCCOoB,
KOJINUeCTBEHHbIX XapaKTepUCTUK (hU3MUEeCKUX BeJTUUMH.

Ob6e3nurBaHue NePCOHABbHBIX JIaHHBIX — [IeHCTBUS, B pe3y/bTaTe KOTOPBIX HEBO3MOXKHO OTIPe/Ie/TUTh MPUHA/|IEXKHOCTD
TepCOHAILHBIX IaHHBIX KOHKPETHOMY CyOBeKTY TIepCOHA/IBHBIX JaHHBIX.

O6paboTKa TMepCcoHaNbHBIX JaHHBIX — JAedcTBUs (OmepaLuM) C TIepCOHANBbHBIMU JaHHBIMM, BKIOdas cbop,
CHCTeMaTH3alMio, HAaKOIJIeHHe, XpaHeHWe, yTouHeHHe (0OHOB/IeHWe, M3MeHeHHe), HCIIONb30BaHHe, PacrlpoCTpaHeHHe (B TOM
yucsie Tiepesiauy), obe3nuurBaHpe, 6I0KUpOBaHUe, YHUUTOXKEHVEe NTepCOHANTBHBIX JaHHBIX.



OO0i11e0CTyITHbIE TTEPCOHATbHBIE [AHHBIE — MMEPCOHA/bHBbIE aHHbIE, [JOCTYM HEOrPAHHUEHHOrO KPyra JMI[ K KOTOPbIM
Mpe/IOCTaB/IeH C COrviacusi CyObeKTa MepCOHAbHBbIX JAHHBIX WM HAa KOTOPble B COOTBETCTBUU C (efiepasbHbIMU 3aKOHAMU He
pacrnpocTpansieTcst TpeboBaHUe cob/H01eHNsT KOH(UAeHLIMATBHOCTH.

Omneparop (mepcoHanbHBIX JAHHBIX) — FOCY/IapPCTBEHHBIN OpraH, MyHUIIUITAILHBINA OpraH, IopuuUeckKoe Wiv ¢pusndyeckoe
JIML[0, OpraHu3ymwllee W (WIM) OCYIeCTBsIOIlee 00pabOTKY MMepCOHANBbHBIX JaHHBIX, a TaKXXe OMpe/esiole Lend |
cojiep>kaHre 00paboTKH MePCOHATBHBIX aHHbBIX.

TexHUyecKue cpeJcTBa MH(OPMALMOHHOW CHCTEMBbI MEPCOHAJBHBIX JIAaHHBIX — CPEACTBA BBIUHC/IUTELHOM TEXHUKH,
WH(OPMALMOHHO-BBIYUC/IUTETbHBIE KOMITIEKCHI U CETH, CPeJICTBA U CUCTEMBI Iiepesiaud, ipueMa 1 oopaboTku I1/1H (cpeactsa u
CHCTeMBl 3BYKO3alMCH, 3BYKOYCH/IEHHs, 3BYKOBOCIIDOM3BEJeHHs, IIeperoBODHbIe W TeJleBU3MOHHBIe YCTPOMCTBA, Cpe/CTBa
W3rOTOBJIEHUS], TUPQKUPOBaHWs [JOKYMEHTOB M JIpyrHe TeXHHuecKde cpejcTBa o0paboTKy peueBoid, rpaduueckol, Buzeo- U
6ykBeHHO-LIM(POBOH MH(GOPMALMH), TIPOrPaMMHBIe CpeJiCTBa (OrepaLiOHHbIe CUCTEMBI, CUCTEMBI YITpaBieHus1 6a3aMu JaHHBIX U
T.I1.), CPe/ICTBA 3aIMThI HH(OPMALUH, TPUMeHsieMble B THPOPMALMOHHBIX CUCTEMaXx.

[TepexBar (MH(bOpPManMM) — HelpaBOMepHOe TolyueHHWe MH(GOPMAalMM C HCIOJb30BaHWEM TeXHHUECKOTo CpeJCTBa,
OCyYIIIeCTBISIOIero obHapy>keHHe, rpreM U 06paboTKy MHPOPMATHUBHBIX CUTHAJIOB.

[MepcoHanbHble faHHbIe — y0Oas WHQOpPMALUs, OTHOCSILASCA K OMNpe/eieHHOMY WA OIpeJesisieMOMY Ha OCHOBaHWUHU
Takoi uHbopMaimy ¢usuueckomy uily (CyObeKTy NMepCcoHabHBIX [JAHHBIX), B TOM 4ucje ero (amuus, UMs, OTYECTBO, TOJ,
MeCcsL], JaTa U MecTo POXKAeHUs1, afipec, ceMelHoe, CoLManbHOe, IMYIIIeCTBEHHOe T0/I0KeHue, 0bpa3oBaHue, Tpodeccusl, 10X0AbI,
ZIpyrasi uHdopmariusi.

[To6ouHble 3/7€KTPOMAarHUTHbIE W3JYYeHWs W HABOJAKM — 3JeKTPOMAarHUTHbIE W3/yUYeHHs TeXHUYeCKUX Cpe/CTB
06paboTku 3amuiiaeMoli WH(OpPMAaIM, BO3HUKAKOIIME KaK MO0OOYHOEe sIBJIEHHME U BbI3BaHHbBIE 3/IEKTPUUECKMMHU CHIHATaMH,
JEeUCTBYIOLMIMU B MX 3JIEKTPUUECKUX M MAarHWUTHBIX LEMsX, a TakkKe 3/1eKTPOMarHUTHble HABOJAKM S3THX CHUIHAlIOB Ha
TOKOTIPOBOZSIIIVE TMHUM, KOHCTPYKLIMH U LIeTIA TITaHUs.

[TonuTHKa «4MCTOTO CTOJIa» — KOMILIEKC OPraHU3aljIOHHBIX MEPOTPUSITHI, KOHTPOIMPYIOLIMX OTCYTCTBHE 3alMChIBAHUS
Ha OyMa)kHble HOCHTe M K/Itodel 1 aTprOyToB ZocTyna (1aposieit) u XpaHeHus UX BO/M3U 00BeKTOB ZI0CTyTIa.

[Tonb3oBaresnb WH(GOPMALMOHHOW CHCTEMBI I€PCOHAJBHBIX [aHHBIX — JIML0, y4yacTByIollee B (DyHKLMOHMDOBAHUH
MH(OPMALMOHHOW CUCTEMBI TEPCOHATBHBIX JAHHBIX W/IM UCIIO/b3YHOlliee pe3y/IbTaThl ee (YHKIIMOHUPOBAHUSI.

IMpaBuna pasrpanuuenuss goctyna OOmiecTBa ¢ orpaHuyeHHOM otBercTBeHHOCThI0 JIOMBAPI «['APAHT» -
COBOKYIHOCTb MPaBWJI, PErjiaMeHTUPYIOILUX MPaBa JOCTyra CyOBbeKTOB A0CTyMa K 00beKTaM JJ0CTyTa.

[MTporpamMMHast 3aKJiajika — KO IpOrpaMMbl, MPeiHaMEePEHHO BHECEHHBIN B MTPOrPaMMY C L[eJIbI0 OCYLIEeCTBUTh YTEUKY,
WU3MEHUTb, O/IOKMPOBAaTh, YHUUTOXXUTh WH(OPMALMI0 WIA YHUUTOXKUTH W MOAUPUIMPOBATH MpPOrpaMMHOEe obecrieueHue
VMH(OPMALMOHHOW CUCTEMBI MTEPCOHATBHBIX JJAHHBIX U (M/1) GI0KMPOBATH arrapaTHble CPeJiCTBa.

[TporpaMMHoOe (TIpOrpaMMHO-MaTeMaTH4YeCKoe) BO3JeHCTBHe — HeCaHKLMOHMPOBAaHHOE BO3/IeHCTBMEe Ha pPeCcypChl
aBTOMAaTH3UPOBAHHON MHQOPMALIMOHHOM CHCTEMBI, OCYIIIECTB/ISIEMOE C UCII0/Ib30BaHEM BPeJOHOCHBIX TIPOrPaMM.

PackpbITHe NepCoHaIbHBIX JaHHBIX — YMBILIEHHOe WX CTy4aiiHOoe HapylleHre KOH(HAeHIMaTbHOCTH MepCOHaIbHBIX
JIAHHBIX.

PacripocTpaHeHWe TepCOHAJBHBIX [JIJAaHHBIX — [I€MCTBHs, HallpaB/leHHble Ha [epefjauy MepCoHa/bHBIX [JJaHHBIX
OTpe/ie/IeHHOMY Kpyry Jivi (riepejjaua TMepCOHAJbHBIX JaHHBIX) WM Ha O3HAKOMJIEHHWe C TIepCOHAIBHBIMU /JaHHBIMU
HEOTPaHUUEHHOT0 Kpyra Jivll, B TOM uuC/e OOHApOZOBaHHE MEPCOHANBHBIX AAHHBIX B CPEACTBAX MAcCOBOM uHpopmaiuu,
pa3melijeHde B WH(OPMAIMOHHO-TEJIEKOMMYHUKAL[UOHHBIX CETSX WM TIPeJOCTaBIeHHe [OCTyNa K IMePCOHAJIbHBIM [JaHHBIM
KaKuM-T100 UHBIM CIoCoboM.

Pecypc uHGOPMAaIlMOHHONH CUCTEMbI — WMEHOBAHHBIA 3/EMEHT CHUCTEMHOrO, TPUK/IAJHOTO WM  arrapaTHOro
obecrieuenusi GYHKI[MOHUPOBAHUS MH()OPMALMOHHOW CUCTEMBI.

CrieLipanibHble KaTeropyuy TepCOHANbHBIX [AHHBIX — TepCOHA/bHBIE JlaHHBbIE, Kacaloliuecs pPacoBOW, HALMOHAJbHOU
TIPUHAZJIEXKHOCTH, TIOJIMTUUECKUX B3TJ/ISJ0B, PENUTHO3HBIX WM (Grnocodckux ybOekpeHH, COCTOSIHUS 370pOBbSi U WHTUMHOW
JKM3HU CyOBeKTa MepcoHasbHBIX JaHHBIX.

Cpe/icTBa BBIUMC/UTEIBHOM TEXHHUKM — COBOKYIHOCThH TPOTPAMMHBIX M TEXHWYECKMX 3JIeMEHTOB CHCTeM 00paboTKH
JAHHBIX, CIIOCOOHBIX (DYHKIMIOHMPOBATh CAMOCTOSITE/IEHO WIIM B COCTaBe JPYTUX CHCTEM.

Cy06bekT foctyna (CyOBeKT) — JIMLO WU MPOLIeCC, eHCTBHSI KOTOPOTO PeraaMeHTUPYIOTCS TPaBUIaMy pa3rpaHUueHust
JOCTyTIa.

TeXHUUYECKHUI KaHa/ yTeUKH MHPOPMALIUK — COBOKYITHOCTh HOCHUTe st nH(opMatiuu (cpectsa 06paboTku), dpusnueckoi
Cpe/ibl pacripocTpaHeHust UH(OPMATUBHOIO CUTHAJIA U CPE/ICTB, KOTOPhIMU /100bIBaeTCs 3aluiiaeMas nHopmarusi.

TpaHcrpaHuuHasi Tiepefjaua TEpPCOHANbHBIX JIAHHBIX — T[epefjaua MepCOHAbHBIX [JaHHBIX OMEpaTopoM uYepe3
TocynapctBennyto rpanuily Poccuiickodi @efiepaljuu OpraHy BJIaCTH WMHOCTPAHHOTO TOCY[ApCTBa, (PU3NUECKOMY WK
IOPUAMYECKOMY JIUIY MHOCTPAHHOTO rOCY/1apCTBa.

Yrpo3bl 6e30MacHOCTH TEPCOHANBHBIX [JAaHHBIX — COBOKYITHOCTh YCJOBHM M (DaKTOPOB, CO3JAIOLIMX OIMAacHOCTb
HEeCaHKIMOHUPOBAaHHOrO, B TOM YWCJIe CJIy4alHOro, [OCTYNa K TepPCOHAJbHBIM [JaHHBIM, Pe3y/JbTaTOM KOTOPOTO MOXXET CTaTh
YHUUTO)XXEHHEe, HU3MeHeHVe, OJI0OKUpOBaHMe, KOIMPOBaHWEe, pAaCrpOCTPaHEHHE T[ePCOHA/bHBIX JaHHBIX, a TaKkKe WHBIX
HEeCaHKIMOHUPOBaHHBIX JeWCTBUH MpU X 00paboTke B MH(OPMALIMOHHON CHCTeMe TIepCOHANbHbBIX 1aHHBIX.

YHUUTOXKEHHMEe TepCOHAJbHBIX JIaHHBIX — JEeWCTBUS, B pe3yJ/ibTaTe KOTOPHIX HEBO3MOXKHO BOCCTAaHOBUTH COJiep)KaHHe
TIePCOHAILHBIX [JaHHBIX B MH(OPMALMIOHHOW CHCTeMe TepCOHANbHBIX [AHHBIX WM B pe3y/bTaTe KOTOPBIX YHHUUTOXKAKOTCS
MaTepuasibHbIe HOCUTE/IM TIePCOHABHBIX JaHHBIX.

YTteuka (3aiuiaeMoii) uH(GOpMaL|K 10 TEXHUUECKAM KaHa/laM — HEKOHTPOJIUPYEeMOe pacrpoCcTpaHeHne uHpopMariviu
OT HOCHTeJIsl 3aluiaeMol uHdopmaluu uepe3 (U3MUECKYIO Cpefy [0 TEeXHUYECKOrO CPEe/ICTBA, OCYIIECTB/SIOLIErO MepexBaTr
nH(popMaLmu.

Opranwu3sarust — Jlombap,



Ys3BUMOCTb — (/1abOCTb B CPEACTBaX 3allUThl, KOTOPYIO MOXXHO WCIIOSb30BaTh [Jisl HAPYLIEHWs CHCTEMbI WA
cofiep)kalieiics B Hell HH(OpMaLUH.

LlenocTHOCT, MH(OPMALMKM — CIIOCOOHOCTH CpPeACTBa BHIYMCAUTETBHOM TEXHWKM WM aBTOMAaTH3WPOBAaHHOM CHCTEMbI
obecrieurBaTh HEM3MEHHOCTH HH(OPMALIMK B yCIOBUSIX CIy4YaiiHOTO W/W/IY NpeHaMepPeHHOI0 NCKKeHNs (paspyILeHus).

OBO3HAYEHUNA 1 COKPAIIIEHMA

ABC — aHTUBUpYCHbIE CpeJCTBa

APM —-aBTOMaTU3UpOBaHHOE pabouee MeCTO

BTCC - Bcriomorare/ibHble TeXHAYECKHEe CPeZCTBA U CUCTEMBbI

NCIIOH — nHOpMaIoOHHAsT CUCTeMa TIepCOHA/TBHBIX AHHBIX

K3 — koHTpOonupyemas 30Ha

JIBC — ytoKa/mbHast BBIYMC/IATE/IbHAS CeTh

MO — MexceTeBOH 3KpaH

HCJ], — HecaHKLIMOHHMPOBaHHBIN JOCTYM

OC - onepalMoHHas cucTeMa

[11H — nepcoHasbHBIe JaHHbIE

ITMB — riporpaMMHO-MaTeMaTHUeCKOe BO3/leliCTBHe

1O — nporpamMMHOe obecrieueHne

[IOMUH — nobouHble 3/IeKTPOMAarHUTHBIE U3TyU€HUsI K HABOJKU

CA3 — cucrema aHa/iM3a 3aluIleHHOCTH

C3MU - cpencTBa 3amyThl THGOpMALUH

C3I1JH — cucTteMa (TIofcucTeMa) 3alliMThl [IepPCOHAIbHBIX AaHHbIX

COB - cucrema o6Hapy»KeHusi BTOP)KeHHUH

TKY U — TexHuueckue KaHasibl yTeuku WHGOpMaLuu

YBII[JH — yrpo3bl 6e30MacHOCTH TepCoHaNbHBIX JaHHbIX BBEIEHUE

IMonuTtrika paspaboTaHa B COOTBETCTBMM C LeJiIMM, 33jladyaMM M TpPUHLMIAMU obecrieueHusi 6e30MacHOCTH
MEepPCOHAIbHBIX [JAHHBIX W3JI0KeHHbIX B KoHieniuu uHdopMmauronHoit 6e3onachoct MICTIJT  O6riectBa ¢ OrpaHUYeHHOU
otBeTCTBeHHOCTbI0 JIOMBAP]] «I"APAHT» .

IMomutrka paspaboTaHa B COOTBeTCTBUM C TpeboBaHusimu defepanbHoro 3akoHa oT 27 uronst 2006 r. Ne 152-®3 «O
MEepCOHAIbHBIX [JAHHBIX» W TOcTaHoB/eHus [lpaButenbctBa Poccuiickoit @epeparuu ot 11 Hosiops 2007 1. Ne 781  «O6
yTBepxeHun Ilonoxenuss o6 obecrieueHny 0e30MaCHOCTH TEPCOHANBHBIX JAHHBIX MPU WX 00paboTKe B MHGOPMAIMOHHBIX
cucTeMax MepCOHa/IbHBIX IaHHbIX», HA OCHOBAHUU:

«PexomeHzanmii 1o obecrieyeHn0 6€30MACHOCTY TMEPCOHANBHBIX JIAaHHBIX TPU MX 00paboTke B WH(OPMAL[MOHHBIX
CUCTeMax MepCoHaMbHBIX JJaHHBIX», YTBeP)KJeHHbIX 3amecTuTesneM ['eHepanbHbii AupekTopa @CTIK Poccuu ot 15.02.2008 1,

«TunoBeix TpeboBaHMI TIO opraHM3aly W obecrieueHHIO (YHKIMOHMPOBAaHUS LIM(POBaIBHBIX (KPUNTOrpadriecKkux)
CpeACTB, NpejHa3HaueHHBIX [|/1s 3alllUThl MH(OpMalUY, He cofieprkallieli CBeZleHHH, COCTaB/ISIOIINX [OCYJapCTBEHHYIO TallHy B
C/lydae W3 WCIOJIb30BaHUsl JJisi obecrieueHusi 06e30MacHOCTH TePCOHANBHBIX ZAaHHBIX NMPU MX 00paboTKe B MHGOPMALMOHHBIX
CUCTeMax MepCcoHaAbHbIX JaHHbIX», YTBEP)KJEeHHbIX PyKoBoAcTBOM 8 Llentpa ®CB Poccuun

21.02.2008 r. Ne 149/6/6-662.

B TMonutuke onpefenensl TpedoBanus K nepcoHany WCII/IH, cTereHb OTBETCTBEHHOCTH TMEPCOHAAa, CTPYKTypa U
HEOOXO/IMMBI YPOBEHb 3aIUIIEHHOCTH, CTAaTyC W [JO/DKHOCTHbIE ODSI3aHHOCTH COTPY/JHHKOB, OTBETCTBEHHBIX 3a obecrieueHue
6e30rMacHOCTH TiepcoHanbHbIX AaHHbIX B UCTI[IH OpraHu3aruu.

1 O611ye MoIoKeHUs

Lensto Hactosimed ITonmutuku OOIecTBa C orpaHUYeHHOUW OTBeTCTBeHHOCThIO JIOMBAPI «I'APAHT» siBnsieTcst
obecrnieueHne 6e30MacHOCTH 0OBEKTOB 3aiiuThl OpraHu3aliy OT BCeX BHJOB Yrpo3, BHEIIHUX U BHYTPEHHMX, YMBILUIEHHBIX U
HerpeJiHaMepeHHbIX, MUHUMM3aLMs yiiepba oT BO3MOXKHOH peanm3aruy yrpo3 6esonacHoctu [T (YBITIH).

ITpu cbope mepcoHaNBHBIX [aHHBIX, B TOM YKC/Ie TIOCPeJCTBOM HMH(OPMaLMOHHOTEeIEKOMMYHUKALMOHHOW CeTH
"WHTepHet", omepatop o00si3aH 00ecrieunTh 3amnvch, CHCTEMATU3allMI0, HAKOIJIeHHe, XpaHeHWe, yTouyHeHue (0OHOBIeHMe,
M3MeHEeHHe), U3BJieUeHHe TMepPCOHAbHBIX [JaHHBIX TpaxkgaH Poccuiickoii Pejepaliu C KCMO/Mb30BaHUEM 6a3 JaHHBIX,
HaxosIIMXcsl Ha Tepputopuu Poccuiickoit @efepaliuy, 3a UCK/IIOUEHUEM CJIyyaeB, YKa3aHHBIX B MyHKTax 2, 3, 4, 8 uactu 1
cratbu 6 @efepanbHOro 3akoHa Ne 152.

Be3onacHOCT TepCOHaNbHBIX [aHHBIX J[JOCTUraeTcsl MyTeM HCK/IYeHHsT HeCaHKUMOHUDOBAaHHOTO, B TOM UHCIIe
Cly4ailHOro, [OCTyna K [IepCOHAaNbHbIM [aHHBIM, pe3y/bTaTOM KOTOPOIO MOXXeT CTaTb YHUUTOXKEHWe, W3MeHeHHe,
6/10KMpOBaHMe, KOTIMPOBaHKE, PACcIIPOCTPaHeHNe TTePCOHATBHBIX [JaHHBIX, a TAK)Ke MHBIX HeCaHKIIMOHUPOBAaHHBIX IeHCTBUM.

Wudopmarust ¥ cBs3aHHbIE C HEW pecypchl AO/DKHBI OBITb [JOCTYIHBI [l aBTOPU30BaHHBIX TI0JIb30BaTesed. [Jo/mrKHO
OCYILIeCTBJISITHCS CBOEBpeMeHHOe 0OHapy>keHre 1 pearnpoBaHue Ha Y BII/IH.

JO/mKHO  OCYIecTBIATBCS  TpefioTBpallieHre IpefHaMepeHHbIX WM CAy4alHbIX, YaCTUUHBIX WM TIOMHBIX
HEeCAHKLIMOHUPOBAHHBIX MOAWGUKAIMHA MIN YHUUTOXEHUS JaHHbIX.

CocraB 00bEKTOB 3alUTHI MPe/CTaB/ieH B [lepeuHe epcoHaNbHbBIX IaHHBIX, TO/JIeXAIINX 3allUTe.

CocraB VCIT[IH nofekalux 3aiiure, npecrasjieH B OTueTe 0 pe3y/bTaTax IPOBeJeHUs BHYTPeHHeH MPOBEPKU.

Ita [NomTrika nHGOPMAIIMOHHOM Oe30macHOCTH OblTa yTBEpIKAeHa PYKOBOJUTEIEM

Opranwusatuu «01» anpensi 2024 rog v BBefieHa B fieiicTre nprika3om Ne 6/H ot 01 anpenst 2024 roga

2 O6nacth petictBus TpeboBaHusi HacTosiel [TOMTUKU pPacripoOCTPaHsIOTCS Ha BCeX COTPYAHUKOB OpraHu3aiun
(LIITaTHBIX, BPEMEHHBIX, pabOTAOMIUX 10 KOHTPAKTy M T.I.), a TaKKe BCeX IPOUMX WL (TMOAPAAUYMKH, ayAWTOPHI U T.IL.).
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3 CucreMa 3allUThI IePCOHANBHBIX JaHHBIX

CucreMa 3allUThI MepcoHanbHbIX AaHHbIX (C3T1/JH), CTPOMTCS Ha OCHOBAHUU:

OtueTa 0 pe3y/bTaTax MMPOBeJEHUS BHYTpeHHeH rnposepku OOIIleCcTBa C OrpaHUUYEHHOM 0TBETCTBeHHOCThI0 JIOMBAP/]
«'APAHT»;

ITepeuHsi nepCcoOHaIbHBIX JIAHHbIX, OJ/IEXKAIUX 3alIUTe ;

Moyienu yrpo3 6e300acHOCTY MePCOHAIbHBIX JAHHBIX ;

[MonokeHuUs 0 pa3rpaHUYeHNH MPAB I0CTYIA K 06pabaTbiBaeMbIM MePCOHATBHBIM IaHHBIM;

Pykosogsammx gokymentos @CTOK u ©Cb Poccuu.

Ha ocHOBaHMM 3THX [JOKYMEHTOB OIpeJie/sieTcss HeoOXOoAWMBIN ypoBeHb 3amuiieHHoctd [1/JH kaxpour WCIIIH
Opranuzain. Ha oCHOBaHMM aHa/iv3a aKTyaJbHBIX yrpo3 Oe3omacHoctu IT1/JH ommcanHoro B Mogenu yrpo3 u Otuera o
pe3y/bTaTax MMPOBeZIeHUs] BHYTPeHHEH MPOBepKe, /1eaeTCs 3aK/IF0UeHHe 0 He0OX0[UMOCTH UCTIO/Ib30BaHUS TEXHUUECKUX CPe/ICTB
W OpraHU3alMOHHBIX MepomnpusTuil s obecrieuenusi Oe3omacHoctu I1/IH. BbiGpaHHble HeoOXO[uMble MepOIIPUSTHS
oTpakaroTcsi B [11aHe MeponpusaTHii 1o obecrieveHyo 3amuThl I1/1H.

Insa kaxpoit UCIIOH no/pkeH ObITh COCTAaB/IEH CIMCOK HCIIO/Ib3YEMbIX TEXHUUECKHUX CPE/ICTB 3all[UThl, a TaK XKe
nporpaMMHoro obecrieueHusi yuactBytoiiero B oopaborke I1/JH, Ha Bcex anementax UCIT/IH:

APM rnoJib30Bareniew;

CepBepa MpUIO>KeHHH;

CYB/[;

I'panuna JIBG;

KanasoB repesiauu B ceT 0011[eT0 10/1b30BaHUs M (WJIM) MeXXIyHapoiHOro obmMeHa, ec/iv TIo HUM nepegiatotcst [1/1H.

B 3aBucumoctu or ypoBHsa 3aupieHHoctd MCIIJIH u akryanbHbIX yrpo3, C3II[IH MoKeT BK/IIOYaTh CllefyloLiue
TeXHUUeCKue Cpe/CTBa:

AQHTUBUPYCHbIE CPEJCTBA /I pabOUMX CTAHIIWI TI0/Ib30BaTe el U CEPBEPOB;

CpeJiCTBa MeKCeTeBOr0 S5KpaHUPOBaHUS;

cpeZicTBa KpUmTorpaguueckoi 3aluTsl HHGOPMaLMH, TIPY 1epejjaue 3aluijaeMoii nHGOPMALIMH 110 KaHalaM CBSI3U.

Tak >Xe B CIMCOK /IOJDKHBbI ObITh BKJIFOUEHbI (DYHKLIMM 3aluThl, 0becrieurBaemMble MITaTHBIMU CpPeCTBaMKM 00paboTKU
I11H oneparpionHbiME cucteMamu (OC), npukiagsaeiM [10 U crieljasbHBIMU KOMITIEKCAMH, Peai3yIOUMU CPe/ICTBA 3alUThI.
Crircok YHKLMH 3aIUThI MOKEeT BK/TFOUaTh:

yrpaBjieHHe U pasrpaHUyeHue [JOCTYIIa [10/Ib30BaTesel;

perucTpaLyio u yuet AeldcTBUN ¢ nHbOpMaLue;

- obecrieunBaTh L{eI0CTHOCTD JAHHBIX;

- IPOU3BO/IUTH OOHAPYKEHUI BTOPKEHHH.

CrnucoK HCMO/B3yeMbIX TeXHUYeCKUX CpPeJCTB OTpakaeTcss B [ljaHe MeponpusaTHH 1o obecreueHHIO 3all[UTHI
MepCOHAbHBIX JaHHBIX OO1jecTBa ¢ orpaHuueHHOW oTBeTCcTBeHHOCTBIO JIOMBAP/ «"APAHT» . CrnMCOK HCIIO/IB3yeMbIX
CPeACTB [JO/DKEH MOJJep)KUBAThCsl B aKTyaJbHOM COCTOSHUM. IIpy M3MeHeHMM cOCTaBa TeXHHUUECKUX CpeJCTB 3alllUThl WM
snemeHTOB VCII[IH, COOTBETCTBYIOIMe W3MeHEeHHsl [O/DKHBI ObITh BHeceHbl B CIHMCOK U YTBEPXK/EHbI DPYKOBOAWTESEM

OpraHu3alyy WM JULOM, OTBETCTBEHHBIM 3a o6ecrieuenue sammtel 11JTH.

4 TpeooBanus k nogcucremam C3I1/Ax

C3I1/JH BK/ItOUaeT B cebsi cyieayroiiye TojCUCTeMBbI:

yTpaBJ/ieHusl JOCTYTIOM, PerMCTpalliy U yueTa;

obecrieueHUst 11eJIOCTHOCTH U JOCTYITHOCTY;

aHTHMBUPYCHOU 3allUThI;

Me>XCeTeBOro 3KpaHUpPOBaHMS;

aHa/M3a 3alUILeHHOCTH; - 0OHapy KeH!sl BTOPKeHU;

KpUITOrpa(uuecKom 3aluThl.

4.1 [Topcucremsl yripaBjieHUs JOCTYIIOM, PETUCTpaLMy U yueTa

[Topcucrema yripaB/ieHUsl [OCTYIIOM, DervMcTpalyyd M yuyeTa TNpejHa3HaueHa JJid peanv3alyy
C/IeYIOINX (PYHKLMI:

UIeHTU(UKALIMY U TTPOBepKa MO//IMHHOCTH CyObeKTOB JjocTyria npu Bxoze B MCII/IH;

WeHTUGUKAMY TepMHUHAJIOB, Y37I0B CeTH, KaHa/lOB CBf3Y, BHELIHWX YCTPOMCTB IO JIOTUYeCKUM
VMeHawMm;

WJeHTU(PUKAL[MK POrpaMM, TOMOB, KaTaoroB, ¢aiisioB, 3anucei, rosieii 3arnvceit o uMeHam;

peructpalyyd Bxojia (BbIXo/ja) CyObeKTOB JOCTyIa B CUCTeMy (M3 CUCTeMbl), MO0 perucrpanus
3arpys3Ky U MHULMaIU3aliy OrepalMoHHON CUCTeMbl U ee OCTaHOBa.

pervcTpaLyy MoMbITOK JOCTyIa MPOrpaMMHBIX CPe/ICTB (TIporpamm, MpoLieccoB, 3a/ay, 3alaHni) K
3aluIlaeMbIM (aiinam;



perMcTpauyyd TMOMBITOK JOCTyna MpOrpaMMHBIX CpeJCTB K TepMHHanaM, KaHajlaM CBS3H,
riporpaMMam, ToMaM, KaTasioraM, daiisiam, 3arucsim, MoJIsiM 3arucei.

[Mogcucrema yrpaB/ieHUsl OCTYTIOM MOXKeT ObITb peasi30BaHa C TOMOILBIO ILTAaTHBIX CPe/CTB
obpabotku I1/IH (orepanuoHHBIX cucTeM, npwiokeHuid u CYB]I). Tak >Xe MOXXeT ObITb BHEJPEHO
crieljMaibHOe TEXHUYECKOe CPeJCTBO WM WX KOMIUIEKC OCYLIECTBIISIOLIME [OMOJHUTE/bHbIE MephI T10
ayTeHTU(UKalMM M KOHTpomo. Harpumep, TmpUMeHeHWe eJUHbIX XPaHWIMIL YUYeTHbIX 3arucei
ToJib30BaTesiell ¥ perucTpariioHHOM WH(OpPMAI[MK, HCIIO/b30BaHHe OMOMETPUUEeCKMX M TeXHUUYECKUX (C
TIOMOIL[bIO 3/IEKTPOHHBIX MIPOMYCKOB) Mep ayTeHTU(HKALUU U APYTHUX.

4.2 Tlogcuctema obecrieueHusi LIeIOCTHOCTU U jgoctynmHoctd OOrectBa C  orpaHUYeHHOU
orBeTCTBeHHOCTBI0 JIOMBAP/T «["APAHT»

[Mogcucrema obecrieyeHrsi LIeJIOCTHOCTA W JOCTYIIHOCTH TIpeJHa3HaueHa [y obecrieyeHus
1[eJIOCTHOCTY U AocTynHOCTH [1/1H, mporpammHbIX ¥ anmnapaTtHelx cpefcts MCIIIn Opranusanuy, a Tak xe
Cpe/ICTB 3allUThl, TIPU C/TyYallHOW WM HamepeHHOW MoAubUKaL|K.

[MopcucTeMa peanu3yeTcss C TIOMOIIBIO OPraHU3aliy pe3epBHOTO KOIMMPOBAaHUS 00pabaThIBaeMbIX
JIaHHBIX, a TaK >Ke pe3epBUpPOBaHUEM K/H0UeBbIX 3yieMeHTOB UCIT/IH.

4.3 IlopgcucremMa aHTUBUPYCHOU 3all{UThI

[MogcucTeMa aHTUBUPYCHOMW 3all[UThI TpejHa3HaueHa AJisi 00ecrieueHusi aHTUBUPYCHOW 3alllyThI
cepBepoB U APM nosnw3oBaresneli UCITIH Opranusauuu.

CpezcTBa aHTUBUPYCHOM 3all[UThI TIpeJHAa3HAUeHbI /1J1s1 peanu3aluu C/eAyouX QyHKLIWN:

pe3u/IeHTHbIN aHTMBHUPYCHBI MOHUTODUHT;

aHTUBUPYCHOE CKaHWPOBAHUE;

CKpUNT-0J/IOKWPOBAHKE;

L|eHTPa/IM30BaHHY0/yja/IeHHYI0 YCTaHOBKY//IeMHCTA/IISILIUI0 aHTUBUPYCHOT'O TIPOAYKTa, HACTPOUKY,
a/IMUHHCTPUPOBaHKeE, POCMOTP OTUETOB U CTaTUCTHUECKOH MH(pOPMaIy 110 paboTe MPOAYKTa;

aBTOMaTU3UPOBAHHOe 0OHOBJIEHNE aHTUBUPYCHBIX 0a3;

orpaHvueHue TpaB I10/Ib30BaTe/ss Ha OCTAHOBKY MWCIIO/IHAEMBbIX 3a/ady U HU3MeHeHHs HacTpoeK
AHTHBHPYCHOTO TIPOrPaMMHOT0 00ecrieueHusl;

aBTOMaTUYeCKUH 3aIyCK Cpa3y Mocse 3arpy3Ku OreparjiOHHON CHUCTEMBI.

[MoacucTema peanu3yeTcsi MyTeM BHeJDEHUs CIelMaJbHOr0 aHTUBUPYCHOIO MPOTrPaMMHOIO
obecrieuenus Ha Bce 3semeHThl ICIT/IH.

4.4 [TopcucTema MeXXCeTeBOro SKpaHUPOBAHUS

[TopcrcTema Me)KCeTeBOro SKpaHMPOBaHUs NpeJjHa3HaveHa i peaiv3alyy C1efyInX (QYHKLMN:

(unbTpaLKM OTKPBITOrO U 3ailirdpoBaHHOrO (3akpeiToro) IP-Tpaduka ro ciefyroiM napaMmeTpam;

(vKcauMy BO BHYTPEHHUX >XypHajax MH(OpMalyMy O MPOXOAALLeM OTKPBITOM W 3akpbeIToM [P-
TpaduKe;

UZeHTU(UKALMY ¥ ayTeHTU(PUKALMI0 aJMMHUCTpaTOpa MEXCeTeBOr0 3KpaHa IPU €ero JIOKaabHbIX
3arpocax Ha JJoCTyTI;

perucrpalyy Bxoza (BbixoZa) af/MUHUCTPATOpa MeXKCeTeBOro SKpaHa B CUCTeMY (U3 CUCTeMbI) 1160
3arpy3Ku U MHULMaIU3alUi CUCTEMbI U ee IPOrpaMMHOI0 OCTaHOBa;

KOHTPOJIS LIeJIOCTHOCTH CBOEU MPOrpaMMHOM U MH()OPMaLIMOHHOM YacTy;

(GbunbTpalMK TAaKeTOB CTY>KeOHBIX TIPOTOKOJIOB, C/IYXKAIlUX [jisi AMArHOCTUKW W YIIpaBJIeHUs
paboToii ceTeBbIX YCTPOMCTB;

bunbTpalMu C yueTOM BXOJHOTO M BBIXOJHOTO CeTeBOro MHTepdelica Kak CpeJCTBO MPOBEPKU
MO/ITMHHOCTH CEeTeBbIX aJjpeCcoB;

perucTpaLyy 1 yJyeTta 3arpailiiBaeMbIX CePBUCOB MPUK/IAHOTO YPOBHSI;

6/10KMpOBaHUs JOCTYTa HeUIeHTU(ULMPOBAHHOTO 00beKTa UK CyOBeKTa, OAJIMHHOCTh KOTOPOTO
MpU ayTeHTU(UKALIUU He TI0/[TBepn/Iach, MEeTO/JaMH, YCTOMUMBBLIMU K [1epexBaty; - KOHTPOJIS 32 CeTeBOU
aKTUBHOCTBIO MPUJIOYKEHUN U 0OHApY)KeHHs CeTeBbIX aTak.

[MoacucTema peanu3yeTcsi BHe[peHHWEM TMPOTpaMMHO-aNMapaTHbIX KOMIIJIEKCOB MeXKCeTeBOro
5KpaHupoBaHUs Ha rpanulie JICB, kiaccoM He Hyxke 4.

4.5 Tlogcucrema aHamv3a 3allUILeHHOCTH

[MoacucTema aHamM3a 3alUAIIEHHOCTH, [[OJDKHA 00eCITeunBaTh BhISIBJIEHUS YSI3BUMOCTEH, CBSI3aHHBIX
c owmbkamu B KoHdwurypaimu [10 WCII[H, KoTopble MOTYT ObITb HCIIOJIb30BaHbl HapyLIUTeNeM [iJIs
peanv3alyy aTaku Ha CUCTEMY.



®DyHKIMOHAa MO/ICUCTeMbI MOXKET ObITh peas30BaH MPOrpaMMHBIMU U ITPOrpaMMHOAaMNapaTHbIMU
CpefCTBaMU.

4.6 Tlogcuctema o6HapYKeHUsST BTOP>KeHUM

[Togcucrema oOHapy>keHHWsI BTOpP)KEHHWH, [O/DKHa o0OecrieurBaTh BBISBJIEHHE CETEBBIX aTak Ha
snemeHTb! VICIT/IH nosK/IIoueHHbIe K CeTsiM 00111ero 10/1b30BaHus U (WIK) MeXXAyHapoAHOro oOMeHa.

DyHKUMOHAJ TIO/ICUCTEMBI MOYKET OBITh PeasM30BaH MPOrPaMMHBIMH U IPOTPAMMHOATITapaTHBIMU
CpejCTBaMM.

4.7 TlopcucteMa Kpunrorpaduyeckoil 3aluThbl

ITopcucrema kpunTorpauueckor 3auTel NpegHasHaueHa A1 uckmouennss HCJI k 3aiuijaemon
uHpopmaryu B ICIT/JH OpraHu3aiyu, py ee repe/iauy 10 KaHalaM CBSI3W CeTell 0011[ero Mob30BaHus 1
(wn) MeXKayHapoJHOro 0OMeHa.

[Topcucrema peanu3syeTcsi BHeJpeHUs1 KpUnTorpadruuyecKrux rMporpaMmMHO-arapaTHbIX KOMI/IEKCOB.

5 Ilonw3oBarenu UCIIIH

B Komntenimu uHbopMaimonHon 6e3omacHocty OO6IiecTBa ¢ OrpaHUYEHHOM OTBETCTBEHHOCTHIO
JIOMBAP/l «I'’APAHT» ompezeneHbl OCHOBHble KaTeropuu Iojb3oBarener. Ha ocHOBaHMM 5THX
KaTeropuM J0/DKHA ObITh MpOM3BeZieHa TUIMM3alUs mojb3oBaTesneli VICII/IH, ompefiesieH WX YPOBEHb
JIOCTYIIa ¥ BO3MOKHOCTH.

B WCIIJxn OpraHu3alii MOXKHO BbIJE/NUThH C/eAyIole TPyNibl MO/b30BaTesel, y4acTBYIOLIUX B
obpabotke u xpanenuu [1/]H:

Apmvunucrtparopa UCII/H;

ApmuHucTpaTOpa 6e30MacHOCTH;

Onepatopa APM;

AJIMMHUCTpaTOpa CeTH;

TexHUUeCKOTO CrierraarcTa rmo o0cIy)KuBaHuto reprdepuiiHoro 060py/10BaHus;

[TporpammucTt-pa3paborunk UCIT/IH.

[aHHBIe O TpyNMax I0J/ib30BaTessiX, YPOBHE WX JOCTyrNa W WH(GOPMUPOBAHHOCTH [JO/DKEH OBITh
otpaxeH B [TosiokeHWe 0 pa3rpaHUYeHUH TIPaB I0CTyIa K 00pabaThiBaeMbIM NIepCOHATBHBIM JaHHbBIM.

5.1 Agpmunuctparop UCIIIH

Apmunuctpatop MCIIIH, coTpygHuk OpraHu3alny, OTBETCTBEHHBIM 3a HACTPOWKY, BHeApeHUe U
conpoBoxkzaenue VICIT/JH. ObecnieurBaeT hyHKLIMOHUPOBaHHE TIOACHCTEeMBI yripaBieHus goctyrom UCITJx
Y YIO/JHOMOYEH OCYIIeCTB/ATh IpefoCTaB/eHue W pasrpaHhuyeHye [0CTylla KOHEeUHOIO I10J1b30BaTesis
(Onepatopa APM) K 371eMeHTaM XpaHSII[UM TlePCOHaJIbHbIE IaHHbIe.

ApmunuctpaTtop VICII[IH 061aaeT cieyonyM ypOBHEM A0OCTYIIA U 3HAHUM:

obmagaer mosHOW WHGOpPMaLMelh O CUCTEMHOM U TIPUK/IAJIHOM TPOrpaMMHOM obecrieueHUH
NCITOs;

obmagaet moHOM uH(MOpMarel 0 TeXHUUeCKUX cpeAcTBax U KoHuryparmu UCIT/IH;

MMeeT JIOCTYTT KO BCEM TeXHUUECKUM CpeficTBaM 00paboTku nHpopmatmu v faHHbiM UCTTIH;

obmajiaeT mpaBaMM KOH(UTYPUPOBAaHUS U A[[MUHUCTPATUBHOW HAaCTPOWKH TEXHUUECKUX CPEeJICTB
NCIIOn.

5.2 AgmuHucTpaTOp 6€e301acHOCTH

ApmvunancTpaTop 6e3omacHOCTH, COTPyAHUK OOIecTBa C OrpaHWUEHHOW OTBETCTBEHHOCTHIO
JIOMBAP[ «'APAHT», oTBeTcTBeHHBINM 3a ¢yHKIHMoHMpoBaHWe C3ITI/IH, BKIOYas 0OC/Ty)KUBaHUE U
HaCTPOWKY a/IMUHUCTPAaTUBHOM, CEPBEPHOM U K/IM€HTCKOW KOMITOHEeHT.

ApmuHucTpaTOp 6e30racHOCTH 06/1a/1aeT CIeYIOIUM YPOBHEM AOCTYTIAa U 3HAHUIA:

obnagaer mpaBamu AgmunHuctparopa VMCI1/H;

obmagaet monHOM nHbopMmarmeii 06 MCIT/IH;

VMMeeT JOCTyl K CpeJCcTBaM 3alllUuThl MH(OPMAaLMM U TMPOTOKOJMPOBaHUSl U K YacTU K/IHOYEBBIX
snementoB CII/IH;

He MMeeT MpaB JOCTyNa K KOH(QUIypHpPOBAaHUIO TeXHUUECKHX CPEJCTB CeTU 3a MCK/II0YeHHeM
KOHTPOJIbHBIX (MHCTIEKI[MOHHBIX).

ApmuHuCTpaTOp 6€301aCHOCTH YTIOTHOMOYEH:




peasTM30BbIBaTh MOJUTUKU Oe301acHOCTU B YacTH HacTpouiku CK3U, MexceTeBbIX 3KpaHOB U CUCTEM
oOHapy’KeHHs aTak, B COOTBETCTBUU C KOTOPBIMH T0/1b30BaTe/ b (OnepaTtop APM) mostyuaeT BO3MOXXHOCTb
pabotartsb c asiemenTamu CIT/IH;

OCYILIeCTBJIITh ayUT CPe/ICTB 3all{UThl;

yCTaHaB/IMBaThb [OBEpUTE/bHbIE OTHOIIEHHsI CBOEM 3allUIleHHOM CeTH C CeTIMMU [JIpYrux
OpraHusaiui.

5.3 Oneparop APM

Onepatop APM, cotpyanuk OpraHu3aiyy, OCYIIeCTBIsoi 06paboTky IT1/H.

O6paboTtka I[1/1H BK/TIOUaeT: BO3MOXKHOCTh rpocMoTpa I1/1H, pyuHoii BBog I1/H B cuictremy MCIT/IH,
¢bopmMHpoBaHKe CMpaBOK U OTYETOB MO MH(opmanuu, nosyueHHoil u3 MCII/. Omnepatop He HMeeT
TIOJTHOMOYMM [Ij1s1 yTIpaBJ/ieHUs ro/icucteMamul 06pabotku gaHHbix v C3IT/JH.

Oneparop UCII/IH o6nafaet cieAyroniM YpOBHEM /IOCTYTIA U 3HAHU:

obsaziaeT BceMH HeOOXOIMMBIMH aTpubyTamMu (HaripuMep, rmapoJjiem), 06ecrieurBarOIUMU JOCTYTT K
HEeKOTOpPOMY NoAMHOKecTBY I1/1H;

pacrosnaraeT KOH(QUIeHMalbHbIMU JaHHbIMU, K KOTOPBIM UMeeT /I0CTYII.

5.4 AgMUHUCTPATOp CeTH

ApMuHUCTpaTOp CeTH, COTPyAHUK OpraHu3aliy, OTBeTCTBEHHbIM 3a (yHKLMOHHWPOBaHUE
TeJleKOMMYHUKaLMoHHOM Tmofcuctembl WCIIJIH. AJMUHUCTpaTOp CeTM He HMeeT II0JIHOMOYUM [Jis
yTIpaBJIeHus MMO/ICUCTeMaMH 00pabOTKH JaHHBIX U 6€30MMacHOCTH.

ApamuHHCcTpaTOp ceTH 00/1a/jaeT CaeyIOLMM YPOBHEM J0CTYIIA U 3HAaHUIA:

o6majiaeT yacThio MH(OPMAI[UKM O CHCTEMHOM U TIPUKJ/Ia[HOM TIPOrPAMMHOM obecrieueHnn

NCIIOH;

o6/1a/1aeT yacThio MHGOPMALIMK O TEXHUUECKUX cpeficTBax M KoHduryparuu MCITIH;

uMeeT (U3NUECKWH [OCTYN K TeXHHUUECKUM CpeJcTBaM 00pabOTKM WHGpOpPMAald U CpeACTBam
3alLUTHI;

3HaeT, 110 MeHbllIel Mepe, OJJHO JierajJbHoe UM JOCTYyIIa.

5.5 TexHUUeCKUI CTIEIIUA/TUCT 110 00CTY>KMBaHHIO iepHdepuitHoro obopyaoBanus ObiecTea

C orpaHnYeHHOM 0TBeTCcTBeHHOCTHI0 JIOMBAP/ «'APAHT»

TexHUUeCKUN CIIeLUaNUCT TI0 OOC/Iy)KWBaHHWIO, COTPYAHUK OpraHu3alud, OCYIIeCTBseT
o0ciy>xuBaHWe W HAcTpoiky mnepudepuiinoro obopygoBanuss WCII[H. TexHUuUecKuil CrieluasucT To
00C/Ty>)KUBaHWIO He uMeeT fAoctyrna K [I1/JH, He uWMeeT TMOJHOMOYMN [/Isi yTIPaB/I€HUS TIOJCHUCTeMaMU
00paboTKH /IaHHBIX ¥ OE30TIaCHOCTH.

TexHUUeCKUH CITeL[UaTUCT 110 00CTy>KUBaHUIO 00/1aiaeT C/ieIyIOIIM YPOBHEM [IOCTYTIAa ¥ 3HAHUI:

00s1aziaeT YacThi0 MHPOPMAIUK O CUCTEMHOM U TIPUKJ/IaZIHOM TIPOrPaMMHOM 00ecrieueHnu

NCIIOs;

o6siaiaeT YacTbi0 MHGOPMALMM O TeXHUUECKHUX CpeAcTBaX U KoHowrypauuu MCIIH; - 3HaeT, 1o
MeHbLLIed Mepe, OJHO JieraJibHOe UM [JOCTYTIa.

5.6 [TporpammucTt-pa3paboruuk UCIIIH

[TporpaMMuCTBI-pa3pabOTUMKK  (TIOCTABIIWKKM)  TPUKIAJHOTO  TPOrpaMMHOr0  obecrieueHus,
obecrieunBaroliiie ero CONpoBOKAeHKe Ha 3aliuiiaeMoM obbekTe. K IaHHOM TpyTine MOTyT OTHOCUTBLCS Kak
coTpysHUKM OpraHusanyy, Tak ¥ COTPYAHUKHA CTOPOHHUX OpPraHU3aLyy.

JInno 3TOM KaTeropuu:

obmagaet uHGOpMalmeit 06 anropuTMax U nporpammax o6paboTtku nHpopmarn Ha MICIT/IH;

o0/1afjaeT BO3MOKHOCTSIMUA BHECEHHSsI OIIIMO0K, He/leK/ITapiPOBaHHBIX BO3MOXKHOCTe, IPOrpaMMHbIX
3aK/Ia/IOK, BPEIOHOCHBIX TporpaMM B TiporpamMMHoe obecrieuenre VICII[IH Ha cTagum ee pa3paboTKw,
BHEe/IDEHHS Y COTIPOBOXK/IEHHST;

MOJKeT pacriojiaraTh 00biMU (GparmeHTamu wHMopMarmu o Tormonoruu MCITJH U TeXHUYeCKux
cpeactBax 06pabotku u 3amuThl [1/]H, o6pabaTtriBaembix B UCITH.



6 TpeOoBaHusi K mepcoHasy mo obOecrmeueHuio 3amurtbl IIJlH O6mecTBa c
JIOMBAP/] «'APAHT»

Bce corpyguuku Opranusanuu, sasistoiyecs rosnb3osaTtensimu MCITIH, 10/DKHBI UeTKO 3HaTh U CTPOTO Bb
00513aHHOCTH 10 IOCTYITy K 3aliuiljaeMbiM 00BeKTaM U COOJIIO/IEHHTI0 TIPUHATOTO pexkuma be3omacHocty TT/1H.

[Ipu BCcTymieHMM B [OJ/DKHOCTb HOBOIO COTPYJHMKA HEINOCPeACTBEHHBbIM HaualbHUK IO pasfe/eHus
OpraHU30BaTh €ro 03HaKOMJIeHHe C JJO/DKHOCTHOM MHCTPYKLIMEeH U HeoOX0JUMBIMU JOKYMeHTaMH, perjiaMeHTHPYH
TaK)Ke 00yueHre HaBbIKaM BBITIOTHEHUS TIPOLie/TyP, HEOOXOAMMBIX il CAHKLMIOHUPOBAHHOTO UcIioib30BaHus VICI

CoTpyHUK [10/DKeH ObITh 03HAKOMJIEH CO CBe/IeHUsIMU HacTosiilel [1oMUTHKY, IPUHATBIX MpoLeAyp paboT

Cotpyanuku OpraHy3anyi, UCTIO0Ib3YOIHe TeEXHUUeCKre CPeJiCTBa ayTeHTU(HKAINH, JO/DKHBI 00eCTieurE
(9/1eKTPOHHBIX K/toyeid) u He gonyckaTte HC/I K HUM, a Tak >kKe BO3MOXXHOCTb UX YTePU WM UCII0Ib30BaHUS TPEThE
TNepCOHAabHYI0 OTBETCTBEHHOCTh 3@ COXPAHHOCTh U/IeHTU(HUKATOPOB.

CotpygHuku OpraHu3alu [OJDKHBI CJ/le[jloBaThb YCTaHOBJIEHHBIM IpoLieypaM IMOJJepKaHusl pexruma
VICII0/Ib30BaHWY NapoJiel (ec/iv He UCI0JIb3YI0TCSl TEXHUYEeCKUe Cpe/iCTBa ayTeHTU(PUKALIUN).

Cotpygauku OpraHu3alid JJOJDKHBI 00ecrieurBaTh HaJjIeXallyl 3allyuTy 00O0pYZOBaHUs, OCTaB/ISeMO
C/lyyasix, KOTr/ia B IOMelleHre UMEeIOT JOCTYII TIOCTOPOHHYE Jinia. Bee mosib30BaTesy JO/KHBI 3HaTh TPeOOBaHMUS T
3al[UThl 000pyI0BaHMsI, OCTaB/IEHHOTO 0e3 MPHUCMOTPa, a TaKKe CBOU 00s3aHHOCTH 110 00eCTIeUeHHI0 TaKOM 3allyT

CoTpy/iHMKaM 3arpelaeTcsl yCTaHaB/IMBaTh TIOCTOPOHHee TIPOrpaMMHOe obecrieueHye, TOAK/II0YATh JTNUHb
rH(bOopMalLMy, a Tak ke 3alMCbIBaTh Ha HUX 3allUlljaeMyl0 UHQOPMaLUIO.

CoTpyAHMKaM 3anpeliaeTcs pasr/jamarh 3aljyiliaeMyo HHOpMaL1io, KOTopas CTasa UM U3BeCcTHa NpH pal
OpraHusanuu, TpeTbUM JIMLaM.

ITpu pabore c I1/11 B UCIT[IH cotpyaHuku OpraHu3amnuu 00si3aHbl 00eCreunTb OTCYTCTBHE BO3MOXXHOCTH I
MOHUTOPOB APM unu TepMyHaioB.

ITpu 3aBepmieHuy pabotbl ¢ WCIIJH coTpyaHuKy 00si3aHbl 3amytuTh APM WM TepMHMHambl C T
9KBUBAJIEHTHOTO CPe/ICTBa KOHTPOJISl, HAalIpUMeD, AOCTYIIOM TIO TIapOJIF0, eC/TA He UCTIONB3YIOTCs 6osiee CUTbHBIE Cf

Cotpyanuku OpraHy3aliyy 10/DKHBI ObITE IPOMH(POPMHUPOBaHBI 00 yrpo3ax HapyILeHUs: peXXrMa 0e30macH
HapyiueHre. OHU JO/DKHBI ObITh 03HAKOMJIEHBI C YTBEPKZAEHHOU (hopMasibHOU TIPOLIe[ypOi Ha/IOXKeHUsT AUCLIUTUIHI
KOTOpbIe HapYILW/IU MIPUHSTHIE TIOJIUTUKY U TTpoLeAypbl 6e3onacHocTu TT/JH.

CoTtpygHuKH 00s13aHbI O3 poMe/yieHus coo01[aTh 0060 Bcex Hab/II0aeMbIX WK MTO/I03PUTETBHBIX CTyvast:
3a coboit yrposbl Oe3omacHocTu I1/]H, a Takke O BBISIBJIEHHBIX UMU COOBITUSIX, 3aTparvBaroLuX 0Ge30macHOC
JIMILY, OTBeUaroIeMy 3a HeMe/[JIeHHOe pearpoBaHue Ha yrpo3bl 6e3omacHocty TT/H.

7 Jo/mkHOCTHBIEe 00513aHHOCTH No/1b3oBareseit UCITAx

IomkHocTHBIE 00s13aHHOCTH To/b30BaTtennel ICIT/IH onucaHbl B CIeyOUIUX OKyMEHTaX:

Nucrpykius agmuducrparopa UCIIH ;




WucTpykiug nons3osarens UCITIH ;
HNHCTpYKIUS OIL30BaTe ISl IIPY BOSHUKHOBEHUY BHEIITATHBIX CUTVALIUM .

8 OtBercTBeHHOCTH COTPYAHUKOB VICIT/IH ObI1jecTBa C orpaHMUeHHONM OTBeTCTBeHHOCThI0 JIOMBAP/] «I'.

B cootBeTcTBUM O cT. 24 DegepanbHOro 3akoHa Poccuiickor @epepanyu ot 27 uronst 2006 r. Ne 152-D3 «
BUHOBHbIe B HapyllleHWH TpeOoBaHui AaHHOro dejepanbHOTO 3aKOHA, HECYT TPa’KIAHCKYIO, YTOJIOBHYIO, af
VHYIO MIpeZlyCMOTPEHHYI0 3aKOHOZaTe/IbcTBOM Poccurickont defiepaliiyi OTBeTCTBEHHOCTb.

[HeiicTByol1[ee 3aKOHOaTe/TbcTBO PD 1o3BoJIsieT 1ipebsiB/isiTh TpeOOBaHKs 110 0OecriedeHH 0 6e30TIacHOM |
Y IIpe/lyCMaTp1BaeT OTBETCTBEHHOCTD 3a HapyllleHWe yCTaHOB/IeHHBIX NPaBWiI 3KCIulyaTaluu OBM u cucrem, Herj
€CJTU 3TH [IeNCTBUS TIPUBE/A K YHUUTOXKeHUI0, OJI0KUPOBaHUIO, MOJUUKALIMA MHPOPMALUU WU HapyILIeHHI0 pab
u 274 YK PO).

Apvunuctpatop UCIIOH u agMuHUCTpaTOp 0€30mMacHOCTH HECYT OTBETCTBEHHOCTh 3a BCe JIEeWCTBUS,
3anvcel WIM CUCTEMHBIX YUeTHBIX 3arvcel, eC/iv He [loKa3aH (pakT HeCaHKLJMOHMPOBAaHHOTO UCIT0/Ib30BaHUS YUeTk

[Ipyu HapyllleHUsIX coOTpyAHMKamMu OpraHusaiuu — Tmonb3oBaTenedt VCII[H TipaBu/, CBs3aHHBIX ¢
OTBETCTBEHHOCTb, yCTaHOBJIEHHYIO el CTBYIOLIMM 3aKOHOaTe/IbcTBOM Poccurickoit defepariyu.

[lpuBefieHHbIe BbIllle TpeOOBaHWS HOPDMATHMBHBIX [JOKYMEHTOB IO 3al[uTe WH(MOPMAIMU [JO/DKHEI
nioApa3zeneHusx OpraHu3anuu, ocyiecTssromux 0opabotky I11n B ICITIH ¥ JO/HKHOCTHBIX MHCTPYKLUSX COT]

Heobxomumo BHectu B IlonoxkeHusi o moppaszeneHusx OpraHu3alydd, OCYIIeCTB/SIOIUX 00pabo
OTBETCTBEHHOCTU MX PYKOBOJMTE/IEN U COTPYAHUKOB 3a pasryiallleHre ¥ HeCaHKLJMOHMPOBAHHYI0 MOAU(HKALINIO (1
TaK>Ke 3a HeIlpaBOMEePHOe BMeIIIaTeIbCTBO B TIPOLIECCHI UX aBTOMaTU3UPOBAHHOW 00pabOoTKY.

9 CnMCOK MCI0/Ib30BaHHbIX UCTOYHUKOB

OCHOBHBIMH HOPMAaTHBHO-TIPaBOBBIMH I METO/IMUECKUMH IOKyMEHTaMU, Ha KOTOPBIX 0a3UpyeTCst HaCTOSII]

®epepanbHblii 3akoH 0T 27.07.2006 1. Ne 152-@3 «O nepcoHanbHbIX JaHHBIX» (Hanee — @3 «O nepcoHasb!
OCHOBHbIe TIPUHIUIIBI ¥ ycioBust 06pabotku I1/JH, mpaBa, 0053aHHOCTH ¥ OTBETCTBEHHOCTh YYaCTHUKOB OTHOIIIEHE

«[Tonoxxenre 06 obecrieueHWH 0e30MACHOCTU TEPCOHANBHBIX JAaHHBIX TMPU UX 00paboTke B HMHGOP)
JAHHBIX», yTBepkaeHHOoe [ToctaHoBNeHreM [IpaButenscTBa PO ot 1 Hosi6ps 2012 1. N 1119.

«[Tonoxxenre 06 o0cobGeHHOCTSIX 00pPabOTKM TEpCOHANbHBIX [JaHHBIX, OCYILECTB/sIeMOW0e3 HCIoJm
yTBepkaeHHoe [locranoBnenveMm IIpasurensctea P® ot 15.09.2008 r. Ne 687.

«TpeboBaHusi K MaTepuaJbHbIM HOCUTENISIM OMOMETPUUeCKHUX TIepCOHANbHBIX [JAHHBIX M TEeXHOJOI
HH(bOPMALIMOHHBIX CUCTEM MepCOHABLHBIX JaHHBIX», yTBepKAeHHbIe [ToctaHoBnenuem [IpaButenbctBa PO ot 06. |

HopmatuBHO-MeToAnueckre JoKyMeHThl PefiepaabHOM CyKObI 110 TeXHUYeCKOMY U 3KCIIePTHOMY KOHTPO
®CT3K Poccun) ro obecrieuennto 6e3omacHoctu I1/JH ripu nx obpabotke B UCIT/JH:



PekomeHzianmy 1o obecrieueHWt0 0e30TaCHOCTUA TIEPCOHA/BHBIX JAHHBIX TPU UX 00paboTKe B HWHGOP!
JaHHbIX, yTB. 3aM. ['eHepasnbHbIi AupekTopa @®CTOK Poccuu 15.02.08 r. (I CIT)

OCHOBHBbIE MEPOTIPUATHS TI0 OpPraHU3al[MM W TEeXHWUYeCKOMY obecrieueHut0 06e30macHOCTH TepPCOoHa.
HMH(OPMaI[MOHHBIX CUCTeMax MepCoHaNbHBIX JaHHBIX, YTB. 3aM. I'eHepanbHbii qupekTopa @CTIK Poccun 15.02.(

ba3oBast Mozienlb yrpo3 6€30MacHOCTH TIepCOHAbHBIX JaHHBIX TTPU UX 00paboTKe B MH(OPMAI[MOHHBIX CHUC
3am. INenepanbhbiii AupekTopa PCTOK Poccuu 15.02.08 r. (JCIT)

Meto/iiKa ormpe/ie/ieHUsT aKTyalbHBIX yrpo3 0e30MacHOCTH TMEepCOHAMbHBIX MJAHHBIX TIpU UX 00pad
NepCoHa/IbHBIX JJaHHbIX, YTB. 3aM. ['eHepanbHbIi AupekTopa PCTOK Poccuu 15.02.08 r. (I CIT)

ITpunoxenue 1

[1naH - mepeyeHb TEXHUUECKUX MEPOTPUSTUI TI0 obecriedeHrnr 6e30macHOCTH

Nelyen

K3

I B nogcucreme yripassieHyst JOCTYIIOM:

Peanmu3oBath WAeHTUPUKALMIO U TIPOBEPKY TIO[/TMHHOCTH CYObeKTOB A0CTYTIa
1 |npu Bxoge B ornepauuroHHyro cuctemy WCII/JH 1o maposito yC/I0BHO-IIOCTOSIHHOTO +
JIeUCTBYS, IJTMHOW He MeHee 11eCTH OYKBeHHO-ITM(POBBIX CUMBOJIOB;

Peanm3oBaTh HleHTH(UKALIVMIO TEDMHUHAJIOB, TEXHUUECKUX CPeJCTB 00paboTKu
2 |I1dn, y3noB WCII/[IH, KOMIIBIOTEPOB, KaHalOB CBSI3U, BHeIIHWX ycTpouctB WCII/Jh -
T0 UX JIOTUYeCKUM MMeHaM (aJpecam, HOMepam);

Peanu3oBath wuAeHTUM(UKALMIO TMpOrpaMM, TOMOB, KarajoroB, (aiisos,

3 3armMceid, IoJiel 3anucei o UMeHaM; )
4 Peanu3oBaTh KOHTPO/bL [OCTyINa CyOBEKTOB K 3alllMil[aeMbiM pecypcaMm B
COOTBETCTBUM C MaTpULIel JOCTYIIa; )
ripy Haymmumu nogksmouerns VICTT/IH K ceTsiM 00IIero rmob30BaHMS [[OJDKHO He
g | IPAMEHATECS MeXXCeTeBOe SKpaHNPOBAHHUe. HIKe 5-
YPOBHSI

3aIUIIEeHHOCT




Inist obecrieueHus: 6e30macHOro MexxceteBoro B3aumo/eicteus B UICIT/IH ans
pasHbIX K/IaCCOB HEOOXOMMO HCII0/b30BaTh M3

He
HIDKe 5-
YPOBHSA
3aLLUILEHHOCT

II

CpeAcTBO 3alUThl OT MPOrPaMMHO MaTeMaThuecKux Boszelicteuit (IIMB):

Peanu3oBaTh WAEHTH(PUKALIMIO M ayTeHTU(DUKAIL[UIO CyOBEKTOB /IOCTyMNa TPy
BXO/le B CPe/ICTBO 3all[UThl OT MPOrpaMMHO MaTeMaThuueckux Bo3zeicteuii (IIMB) u
Triepe/i BLITIOJTHEHUEM MMM JIFOOBIX OMepaliyii o yrpaB/ieHuo QyHKIUSIMU CPeZiCTBa
3amuTbl oT I[IMB 1o maposmo (WAM C  UCIOJIb30BaHWEM HWHOTO MeXaHW3Ma
ayTeHTU(UKALIMK) YCIOBHO-TIOCTOSIHHOTO [JIeHCTBUSL [JJIMHOM He MeHee IIeCTH
OyKBEeHHO-IIU(PPOBBIX CUMBOJIOB;

Ocy1IecTBIATh KOHTPOJb JIIOOBIX JIEMCTBUM CyObEeKTOB JIOCTyma Tio
yTpaBJIeHUIO

dbyHKUMSIMH cpeficTBa 3auuThl oT IIMB TonbKO TMocie TpoBefieHUsI ero
yCTelHOW ayTeHTU(hUKaIuuy;

ITpegycMoTpeTh MexaHU3MbI OJIOKMPOBAHUS [JOCTYTIA K CPeACTBaM 3allliThl OT
[IMB mpu BBINOJHEHWH YCTAaHABIMBAaEeMOTO UHWC/Ia HeyJauyHbIX TOMbITOK BBOZA
raposisi;

Heo6xo011M0 TIPOBOAMTL WAeHTH(HKAIMIO (aliIoB, KaTaJo0roB, IPOrPaMMHBIX
MO/yJieid, BHEIIIHUX YCTPONCTB, UCII0/Ib3yeMbIX CPeJCTB 3aluThl oT [IMB;

II1

B nopcucreme peructpanum U ydera:

Ocy1jecTBIATh PerucTpanio Bxoa (BbIXoa) cyOBeKTa JOCTyna B CHCTEMY
(13 cuctembl), MO0 PETUCTPALIMIO 3arpy3kKu UM WHULMAIW3AIUM  OMepaljiOHHOM
CUCTeMBbl U ee IPOrpaMMHOIO OCTaHOBa. Perucrpaunyst BbIXOfA M3 CUCTEMBI WUJIU
OCTaHOBa He TMPOBOJUTCS B MOMEHTHI anmnapaTypHoro oTtkmouenus WCIIIH. B
rapaMeTpax PervcTpalyH YKa3bIBalOTCS ZiaTa M BpeMsi BXofa (BbIXoa) CcyObekTa
[l0CTyna B cUcTeMy (M3 CUCTeMbI) UK 3arpy3KH (0CTaHOBA) CUCTEMBI;

<

[TpoBOUTH yueT Bcex 3alljulliaeMbIX HOCHUTeIel NH(OPMaLUK C TIOMOLbI0 UX
moboil MapKUpOBKM M C 3aHeCeHWeM YueTHbIX JaHHBIX B JKypHaa (Y4eTHYIO

KapTOUKYy);




[TpoBOUTh pEruCTpaIio BXO/a/BbIX0/la CYOBEKTOB J/IOCTyNa B CPe/CTBO
3auqutel oT [IMB, perucrpauuto 3arpy3kvd U WHHULMAIWA3aLUM 3TOT0 CPeACTBa U ep
MPOrpaMMHOI0 OCTaHOBa. B mapameTpax perucrpanjuu ykasblBaeTCs BpeMsi U /aTd
BXO0/]a/BbIX0/Ia CyOBeKTa AOCTYIIAa B CPe[CTBO 3amyThl OT [IMB nmu

3arpy3Ku/OCTaHOBa 3TOTO CPE/CTBA, a TaKkKe WIEHTUPHUKATOP CyOBeKTa
J0CTyTa, MHULMMPOBABLIETO /JaHHbIe [1efCTBUS;

ITpoBoAMTL perucTpaiuio COObITHIM TpoBepku W obHapyxenus ITMB. B
rapamMeTpax PerMCcTpaliy YKa3bIBAarOTCSI BPEMsI 1 /laTa MPOBEPKHU UM 0OHApPY>KeHUsT
[TMB, uzgeHTHbHKAaTOp CyOBbEeKTa AOCTyIa, WHUIIMMPOBABIIErO AAHHbLIE eHCTBUS,
XapakKTep BBITIOJIHSIEMbIX [I€MCTBUI 10 POBEPKe, TUIT 0OHApY)KEeHHOW BpPeJOHOCHOH
niporpammsl (BIT), pe3yabTar felcTBHIA CpeAiCTBa 3allUTHI 110 OyioKupoBaHuio [IMB;

[TpoBOUTh pErucTpaLyio COOBITHI TI0 BHEJPEHWI0 B CPeACTBO 3allUTHI OT
[TMB naketoB 00HOB/IeHUIA. B mapameTpax perucTpaljiu yKa3bIBatOTCS BpeMs U JjaTa
oOHOByieHUs1, uJeHTU(UKATOp CyOBeKTa [0CTyma, WHUIMUPOBABIIEr0 JaHHOE
JelicTBUe BepCHsi M KOHTPOJIbHAsi CyMMa TakeTa 0OHOB/IeHHS];

[TpoBOUTh PErvCTpalMI0 COOBITHI 3amyCKa/3aBepiieHHss paboThl MOAYy/ei
cpejiCcTBa

saimTel oT IIMB. B mapamerpax perucrpanyy yKasbIBalOTCS BpeMs U JarT
3arycKa/3aBepiieHusi paboTel, WAEHTU()UKATOD MOAYJS, UAEeHTUPHUKATOp CyObekTa
JIOCTyIa, WHULMMPOBABILIEr0 [aHHOe [elCTBUe, pe3y/bTaT 3allyCKa/3aBeplieHus
paboThI;

JO/DKHA TIPOBOJIUTBCS  PETUCTpalvsi COOBITHH  yrpaBieHHs] CyOBeKTOM
jJoctyna ¢yHKIOUsSMM cpefcTBa 3amuThl oT IIMB. B mapamerpax perucrpauuu
yKa3bIBalOTCSI BpeMsi M JaTa COOBITMS  ymIpaBleHUsl Kaxgoh (GYyHKLMEH,
uzeHTUGUKATOp U crendukanus GyHKIMK, uaeHTH(UKAaTOp CyOBeKTa AocCTyma,
VHUI[MMPOBABIIIETO JaHHOe JeNCTBUe, Pe3y/bTaT JeHCTBUS;




[TpoBOUTH perucTparnyo COOBITHI MOMBITOK AOCTYIIA MPOrPaMMHBIX CPEZICTB
K MOZYJ/IIM cpefcTBa 3aliuThl OT [IMB wiu crieljyanbHbeIM JIOBYLLIKaM. B napameTrpax
pervcTpalyy yKas3biBalOTCS BpeMsi W JiaTa TMOMBITKU [OCTYIa, WAeHTU(hHUKATOp
MOAYJIs, uAeHTU(hUKATOP U crieliudHrKaLvs MOyl CpeAcTBa 3aiuThl oT [IMB
(ceLianbHOM JIOBYLLKH), pe3y/bTaT MOMBITKA JOCTYIIA;

[TpoBOUTH perucTparnuo CoOBITHI OTKaTa /ijisi Cpe/icTBa 3amuThl oT [IMB. B
rapaMeTpax perucTpalyy yKa3blBalOTCS BpeMss W Jara CoObITHUs — OTKara,
cnelmbuUKalsa  JeHCTBUM  OTKaTa, UAEeHTUGHUKATOp  CyObekTa  /IOCTyma,
VHULMMPOBABLIEr0 JaHHOEe JIeMCTBUe, pe3y/ibTaT [JelCTBUS;

10

O6ecrieunTh 3alUTy  JaHHBIX DErucTpaliid OT UX YHUUTOXKEHUsS WIN
MOJM(PUKALIMU HapyLLIUTe/eM;

11

Peanu3oBath MexaHW3Mbl COXPaHEHMs! [JaHHbIX DerucTpalud B Cjoyuae
COKpallleHUs OTBeZIeHHbIX 0/l HUX PeCypCOB;

12

Peanu3oBath MexaHH3Mbl TIPOCMOTPA U aHajau3a JAHHBIX PErvMCTpaluu U W)
buIbTpaLuK 10 3a/[aHHOMY Habopy rapaMeTpoB;

13

[TpoBOAWTH aBTOMAaTUYeCKHUI HelPephIBHBI MOHUTOPHHT COOBITHH, KOTOpbIE
MOTYT SIBJISAITbCSL MpUUMHOMN peanusatuu [IMB (co3zaHue, pefakTHpOBaHUe, 3alluCH
KOMIWISILUSA 00BeKTOB, KOTOpbIe MOTYT coZiep>kathb BIT).

14

Pean3oBaTh MexaHM3M aBTOMAaTHUeCKOTO aHa/iu3a JaHHBIX PEerucTpaluy I
mab/sioHaM TUTOBBIX TiposiByieHnit [IMB ¢ aBTOMaTHuecKMM WX OJIOKMUDOBaHHEM M
yBeZloM/IeHHeM aJMUHUCTPaTopa 6e30mMacHOCTY;

15

ITpoBOJUTh HECKOJBKO BHAOB YyueTa (AyO/MPYIOIMX) C perucrpanuei
BbIZIauu (TIpyemMa) HocuTesel nHpopmaluu;

16

Ocy11ecTBIATh PETUCTPALIMI0 BX0/1a (BBIX0/Ia) CYOBEKTOB JJOCTYIIA B CUCTEMY
(u3 cuctembl), MO0 perucTpalus 3arpy3ku U HWHHUI[MATA3ALUKA  OTlepaliOHHON
CUCTEMBI.




17

Ocyl11ecTBASTb PErMCTPALIMIO BbIZIauy TeUaTHBIX (TpauuecKux) JOKyMEeHTOB
Ha «TBep/ylo» KOMui. B mapameTpax perucTpaniu yKa3blBalOTCs (ZaTta U BpeMsi
Bbl1lauM (0OpalieHus K MofiCHCTeMe BbIBOZIA), CIieIU(UKaIUs yCTPONCTBA BbIJaud —
Jlorhyeckoe uMs (HoOMep) BHeIIIHero yCTPOMCTBa, KpaTKoe COZiepKaHue

(HauMeHOBaHWe, BUJ, MPpP, KOA) U YpOBeHb KOHGHUAEHIIMATLHOCTH
JNOKyMeHTa, UJieHTU(HUKaTop CyOBeKTa [JOCTYIIa, 3alPOCHBIIIEro JOKYMEHT;

18

Ocy1ecTBAATh pErMcTpaLyio 3amycKa (3aBepllieHus) MporpamMm U MpoLeccoB
(3apmanuii, 3a71a4), TpeJHA3HAUEHHBbIX /s 00pabOTKM 3aluiaembix ¢aiioB. B
rapaMeTpax perucTpaLyu YKa3blBatOTCs JjaTa U BpeMsl 3arycka, UMs

(upentudurkaTtop) rmporpammbl  (TpoLecca, 3ajaHus), UAeHTU(UKaTOp
cyObeKTa [IO0CTyMa, 3arpoCHBIIero mporpaMmy (TpoLecc, 3aflaHue), pe3yJbTaT
3arycka

(ycrIielHbIi, HeyCIelTHbIM — HeCaHKIIMOHUPOBAHHBIN),

19

Ocy111ecTBAATh PETUCTPAL[MIO TIOTBITOK AOCTyIa TIPOTPAMMHBIX CPe/ICTB
(mporpamm, TIPOILECCOB, 3aZiau, 3a/laHWi) K 3alluiliaeMbiM (aitiam. B mapameTrpax
perucTpanyy yKa3blBaloOTCs JlaTa U BpeMsi TIOTIBITKH I0CTYTIA K 3allyiijaeMoMy daiiny
C yKasaHMeM ee pe3ysbTaTa (yCrelllHas, HeyCIlelllHasi — HeCaHKL[MOHUPOBaHHasi),
uzeHTUhUKaTOp CyOBeKTa AOCTyTa, crieriuduKalus 3amuiraeMoro ¢aiiia;

20

Ocy1ecTBATh PerucTpaLyio MOMBbITOK AO0CTYyINa NPOrpaMMHBIX CPe/CTB K
C/IeAYIOIIUM  IOTIOJTHUTETbHBIM  3alljUlljaeMbIM O00beKTaM [O0CTyra: TepMHHajaM,
KoMmribtoTepaM, y3iam cetd WCII[H, /auHusIM (KaHajaM) CBSI3W, BHEIIHUM
yCTPONCTBAaM KOMITIbIOTEPOB, MpOrpaMMaM, TOMaM, Kartasroram, aiinam, 3amucsim,
MoJIsIM 3anuvceil. B mapameTpax perucTpaly yKasbIBalOTCSl JjaTa M BpeMsl IOIBITH
JOCTyNa K 3amuijaeMoMy OOBeKTy C yKa3aHMeM ee pe3ysbTata (yCIelIHasi,
HeyCreniHasi — HeCaHKI[MOHWDOBaHHasi), W/AeHTU(HUKATop CyObekTa [oCTyma,
crierUKaLUs 3al{MII[aeMoro 00beKTa — lorndeckoe umst (HoMep);

21

[TpoBOAUTH yueT Bcex 3allivijaeMbIX HOCUTe el UH(OPMAaLUK C TTIOMOIIbIO UX

MapKuMpOBKM U C 3aHeCEeHWEeM VYeTHbIX [aHHbIX B JKypHan (yueTHYIO
KapTOUKYy);




22

Ocy1ecTBisaTh OUUCTKY (0OHysieHWe, 00Oe3MuuBaHWe) OCBOOOXKIAaeMbIX
obsacTell orepaTMBHOM MaMSTU KOMITBIOTEPOB M BHELIHHUX HakomuTeser. OuHMCTKa|
OCYIIIeCTBIISIETCSI OJHOKPATHOM MPOU3BOJILHOM 3aMMChi0 B 0CBOO0OKIaeMytro 00/1aCTh
naMsITh, paHee HCII0/b30BaHHYIO [Jis1 XpaHeHWs 3alluiliaeMbIX JaHHbIX ((ailsioB,
vHopMaLun);

v

B nozcrcreme obecrieueHust 11e/I0OCTHOCTH:

OO6ecrieunTh 11€JI0CTHOCTD MTPOrPaMMHBIX CPeJICTB 3aiuThl B coctaBe C3I1/IH,
a TakKe HEUM3MEHHOCTb MpOrpaMMHOM cpefbl. [IpM 3TOM 1|€/I0OCTHOCTH CpefCTB
3alUThl IPOBEPSIETCS MPU 3arpy3Ke CUCTeMBbI 10 HAIMUMIO UMeH (MAeHTU(UKAaTOPOB)
komrioHeHT C3I1[IH, 1eJIOCTHOCTh TPOrPaMMHOM  cpeibl  0OecrieuruBaeTCs
orcyrcteueM B ICII/IH cpeicTB pa3pabOTKK 1 OT/Ia/IKU IPOTPaMM;

OcywectBnath (usnueckyto oxpaHy WCII[H (ycTpoiicTB W HoOcuTesei
vH(dopMalur), TIpeAycMaTpyBarollas KOHTpOJb JAocTyrna B momelenus WCITOH
MOCTOPOHHUX JIMLl, Ha/JIMYhe HaZle)KHbIX MPEeNATCTBUM [/Is1 HeCaHKLMOHUPOBAHHOIO
NMpOHUKHOBeHUs B ioMelijeHuss UCITIH u XpaHu/IUille HOCUTelel nH(popMaLuu;

[TpoBoauTh nepuoguueckoe TectupoBanue GyHkuui C3I1/JH pu W3MeHeHUH
rnporpaMMHOM cpefbl M nepcoHasa MCIIJJH ¢ nOOMOLBIO  TecT-Iporpamw,
AMUTUPYOLKX nonbITKU HC/I;

JO/DKHBI  ObITb B HaIMUMU  CcpeAcTBa  BocctaHoBieHuss  C3I1/H,
MpeAlyCMaTpUBAKOLIie BeleHHWe [BYX KOIWM TPOTPaMMHBIX CpeJCTB  3allUThl
nHbOpMald, UX TIepUoiuecKoe 0OHOB/IEHHE U KOHTPOJIb pab0TOCITOCOOHOCTH;

[IpoBOAUTL TIPOBEPKY LIeJIOCTHOCTHM MOAyJel cpefctBa 3aumrtbl oT [IMB,
HeOOXOUMBIX [IJIi €r0 KOPPEeKTHOro (YHKLIMOHWPOBAHUS, TPH €ro 3arpyske C
WCII0/Ib30BaHMEeM KOHTPOJIBHBIX CYMM;

ObecrnieunTh BO3MOXXHOCTb BOCCTAHOBJIEHUSI CpeAcTBa 3auutbl oT [IMB,
rpeJycMaTpuBarollasl BeJleHHe JBYX KOMNWK MPOrpaMMHOIO Cpe/CTB 3alljUThbl, €ro
neprozinueckoe 06HOB/IEHNE U KOHTPOJIb paboTOCIIOCOOHOCTY;

Peanv3oBaTh MeXaHH3MbI TIPOBEPKM LIeJIOCTHOCTHA TIaKeTOB OOHOBJIEHUM
cpezcTBa 3auuThl oT [IMB ¢ ucrnonb3oBaHeM KOHTPOJIBHBIX CyMM;




IIpoBoguTh pe3epBHOe KomupoBaHue II/ITH Ha oOTuyyXJaeMble HOCUTeIU
vH(opMaluy;

B nozcrcTeme aHTUBUPYCHOM 3allUThI:

[TpoBoAWTL aBTOMAaTHUeCKy TIpoBepky Ha Hanuuue BIT wau mocneacTBuii
[IMB mnpu wumnopre B WCII[IH Bcex mnporpamMmHbIX MoZyJed (TPUKIaJHbBIX
nporpamm), KOoTopble MOryT cofepatb BII, mo ux TunoBbIM MabroHaM U C
TIOMOLLIBIO 3BPUCTUUECKOI0 aHa/In3a;

Pean3oBaTh MexaHU3Mbl aBTOMAaTH4ecKoro OI0KMpOBaHUs OOHapy’>KeHHBIX
BII nyTtem ux yzaneHusi U3 NporpaMMHBIX MOZYJIEN WM YHAUYTOXXEHUS;

PerysisipHO BBINOJHSATE (TIPU IepBOM 3amycke cpecTB 3amuThl [11H ot [IMB
Y C YCTaHaB/IUBaeMOW NMepuoAUUYHOCTBIO) MPOBEPKa Ha mpeAMeT Haanuus B Hux BIT;

[o/bKHa WHULIMUPOBAaThCs aBTOMarudeckas ripoepka MCII[IH Ha mipegMeTt
Hamuus BII nipu BeisiBnennu (pakra [IMB;

Peanu3oBath MexaHW3M OTKaTa /[Js1 yCTaHaB/IMBAaeMOI'O YMCJ/a OIepauyd
yaanenus BIT u3 orepaTvBHOM WK TTOCTOSTHHOM MaMsITH, U3 MPOrPaMMHBIX MOZyJiel
Y TIPUKJIaZIHBIX TIPOrPaMM WM TPOTPaMMHBIX CPeZICTB, cofepkaiiux BIT.

HononuutensHo B UCII[IH  #O/DKeH  MPOBOAMUTBCS — HENPepbIBHBIN
aBTOMAaTHUeCKUd MOHHUTOPUHT WH(OPMALMOHHOTO OOMeHa C BHEIIHEH CeThi0 C
1ie/1b10 BhIsiB/IeHus BII.

VI

Kontposs orcyrcteus H/B B 110 C3U1

Iyist nporpaMMHoOro obecrieueHust, KCII0/Ib3yeMOT0 TPH 3aljuTe UHPOPMaLuu
B UCIIAH (cpeactB 3ammThbl MHMopmanuu — C3U, B TOM uuc/ie ¥ BCTPOEHHBIX H
obIriecrcTeMHOe W MPHK/IAAHOE TMporpaMMHoe obOecrieueHre — I10), no/DKeH OBITh
obecrieyeH COOTBETCTBYIOIIMI ypOBeHb KOHTPOJsI OTCYTCTBUsi B Hem HJIB (He
JleK/IapYPOBaHHBIX BO3MOXKHOCTEN).

VI

O6Hapy>kenue Bropxennii B ICTTJH




OG6Hapy>keHHe BTOPKeHUH /I0/DKHO 00eCrieunBaThCs MyTeM UCTIO0/Ib30BaHus B
coctaBe VMCII[JH mporpaMMHBIX WX TPOTrpaMMHO-aNMapaTHLIX CPeZCTB (CUCTEM)
obHapy>xeHust BTop>xeHuti (COB).

Heobxoaumo o6si3aTeibHOe UCIOb30BaHUe CUCTEMbI 00HAPY KEeHHSI CeTeBBIX
aTak, UCIOb3YHOIlMe CUTHAaTypHbIe METO/Ibl aHaIM3a

Heob6xoaumo 06s13aTesibHOe UCTI0b30BaHHe CUCTeMbI 0OHAPY>KeHUS CeTEBBIX
aTak, WCIIO/b3YIOIIMe CUTHAaTypHbIe METOAbl aHa/lu3a U MEeTO/bl BbBISIBJIEHHUS
a”HoMa/ui

VI
11

3awura UCITOH ot IIDMUH

Ins  obpabotku  wuHpopMmanmu  Heobxogumo  ucrosb3oBath  CBT,
y[OBNeTBOpsiIOI[e  TpeboBaHUsM  cTaHAApToB Poccuiickoit  ®Pepeparuu 110
3/IEKTDOMarHUTHONW ~ COBMECTHMOCTH, TI0 0e30MacHOCTM ¥ SProOHOMHYECKUM
TpeOOBaHUSM K CpeJCcTBaM OTOOpaKeHHWss MH(GOpPMALUH, 10 CAHUTAPHBIM HOPMaM,
MpeAbsBAsIEMbIM K BHUAeOAUCIUIeWHbIM TepMuHasaM [I9BM (Hanpumep, I'OCT
29216 91, I'OCT P 50948-2001, I'OCT P 50949-2001, I'OCT P 50923 96, CaulluH
2.2.2.542 96).

IX

Ouenka cootBetctBusi ICII[IH TpeboBanusm 6e3onacHocTy [T/JH

[TpoBectr oO6s3aTenbHYIO CcepTUGUKAIMIO (aTTecTalyio) 1o TpeOOBaHUSAM
6e30macHOCTH MH(OPMALIK;

IekmapupoBaTh ~ COOTBETCTBME  W/IM  00s3aTesIbHYI0  CepTU(HUKALIAI0
(arrectario) 10 TpeboBaHuMsAM Oe3omacHocTd HMH(OpPMarMK (0 PeIeHHI0
ornepaTopa);

+

ITpumeuanwue: [Jnsa VICITIH 4 knacca nepeyeHb MepoIpusiTUM 110 3amure I1/1H onpefensieTcss B 3aBUCHMOCT

HaHeCeH B CJieJCTBMHN HECAHKIJMOHUPOBAHHOI'O WJIN HEIIpeAHdMEPEHHOI'0 A0CTYyIIa K H,[[H
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